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OIIPEJAEJIEHUSA

B HacrodmeM JOKYMEHTE WCHOJB3YIOTCA CIHEAYIOIMIME TEPMHUHBI U HX
ONIPENICIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMa— CHCTEMa, COCTOfAIIAs W3 INepcoHana M
KOMIUIEKCA  CPEACTB  aBTOMATU3AllMM  €ro  JEATENIbHOCTH,  PeaJu3yroIast
UH(GOPMAIIMOHHYIO TEXHOJIOTHUIO BHITIOJHEHUSI YCTAHOBIICHHBIX (PYHKITUH.

AyTeHTH(UKALMSA OTHPABUTESI JAHHBIX— T[OJTBEPXKJICHUE TOrO, YTO
OTIPABUTEIb MTOJYYEHHBIX JAHHBIX COOTBETCTBYET 3aBICHHOMY.

be3onmacHOCTh  NMEPCOHANBHBIX  JAHHBIX—COCTOSHHE  3aIUIIEHHOCTH
MEPCOHATBHBIX  JIAHHBIX,  XapaKTepU3yeMOE€  CIIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHUYECKHMX  CPEACTB M HMHPOPMAIMOHHBIX  TEXHOJOTMHA  OOECIEeYUThH
KOH(UIEHIMATBHOCTh, LEJIOCTHOCTh M JIOCTYITHOCTh NEPCOHAIBHBIX AAHHBIX MPU UX
00paboTke B M”HGOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

buomerpuyeckne  mepcoHaJbHbIE  JaHHbIe—  CBEICHHS,  KOTOpBIE
XapaKTepU3yloT (PU3HOJIOrMUYECKHEe OCOOEHHOCTH YEJOBEKa M Ha OCHOBE KOTOPBIX
MO>KHO YCTaHOBUTD €T0 JINYHOCTh, BKJIIOYas ororpaduu, oTreyaTku najableB, 00pa3
CETUYaTKH IJ1a3a, 0COOEHHOCTH CTPOCHHUS Tela U APYTYI0 NOJ00HYI0 HHPOPMAILHIO.

BbJiiokMpoBaHNe NMEPCOHANBHBIX JAHHBIX— BPEMEHHOE MpeKpalleHue coopa,
CUCTEMAaTH3alliM, HAKOIUICHUSA, WCIOJIb30BaHUs, PACIPOCTPAHECHHUS, IEPCOHAIBHBIX
JAHHBIX, B TOM YUCJIE UX MEPEAAUU.

Bupyc (KOoMNbHOTEPHbIH, IPOrPAMMHBIN)— HCIIOJHIEMbIN POIrPAMMHBIN KO
WM UHTEPNPETUPYEMBbIM  HA0Op  MHCTPYKUUM, oOJajgaromuii  CBOMCTBaMHU
HECAaHKIIMOHMPOBAHHOIO PAcCHpOCTpaHEHHsT M camoBocrpousBeneHus. Co3laHHbIe
OyOnauKaThl KOMIIBIOTEPHOIO BHUpPYyCa HE BCErja COBMAJAOT C OPUTHMHAIOM, HO
COXPAaHSIOT CIIOCOOHOCTH K JJalbHENIIEMY PACIIPOCTPAHEHHUIO U CAMOBOCIPOU3BEICHUIO.

BpenonocHasi nporpaMma— nporpaMmma, IpeiHa3HaueHHas! 1151 OCYIIECTBICHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYMA U (MJIM) BO3JICUCTBHS HA TIEPCOHATIBHBIC TAHHBIC WA
pecypcbl HHPOPMaIIMOHHON CUCTEMBI IEPCOHATBHBIX JaHHbIX.

BcenmomoraresibHbIe TeXHHYECKHE CPEACTBA M CHCTEMbI— TEXHUYECKUE
CPEICTBa M CUCTEMbI, HE NpeHa3HAYCHHBbIC AJIS Nepefadd, oOpabOTKH M XpaHEHUs
NEPCOHAIBHBIX JAHHBIX, YCTAHABINBAEMbIE COBMECTHO C TEXHUYECKUMH CPEACTBAMH U
CUCTEMaMH, TPEIHA3HAYCHHBIMU [JI1 OOpabOTKH TEepPCOHAIBHBIX JaHHBIX WA B
MOMEILIEHUSAX, B KOTOPBHIX YCTAHOBJIEHbI HH(OPMALMOHHBIE CHUCTEMBI TEPCOHATBHBIX
JTAHHBIX.

JlocTyn B ONEepPallMOHHYI0 Cpely KOMIbIOTepa (MH(pOPMALMOHHOI CHCTEMbI
NEePCOHAIBbHBIX JAHHBIX)— MOJTy4YE€HHE BO3MOHOCTH 3aITyCKa Ha BBIMOJIHEHHUE IITATHBIX
KOMaHJl, (pyHKLMH, MpOLEAYyp OINEPAIMOHHON CHCTeMbl (YHUUTOXKEHHUS, KOIMPOBAHUS,
NepeMEeICHHS U T.11.), UCTIOMHIEMBIX (PaiiyIOB PUKIIATHBIX TPOTPAMM.

Joctyn k wuHpopMamuu— BO3MOXXHOCTh TOJMyYeHHUs WHPOpMAIMKM W €€ WC-
MOJIb30BAHUS.

3akJ/ia1ouHOe YCTPOCTBO— DJIEMEHT CPEICTBA CheMa HMH(POPMAIH, CKPHITHO
BHEZPSIEMbIH (3aKJIaIbIBAEMbBIN WM BHOCUMBII) B MECTa BOBMOXKHOTO CheMa uHpopMaIu (B
TOM 4YHCIE€ B OIPaXICHHE, KOHCTPYKIHMIO, OOOpYAOBaHHME, MpPEIMEThl HHTEPHEpA,
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TPAHCIIOPTHBIE CPENCTBA, a TaKKEe B TEXHUYECKUE CPEICTBA W CHCTEMBI 00pabOTKU
uHpopMaImm).

3amumaemass  uHpopmanmsa—  uHbOpMAIMS,  SABISIOUIASCA  MIPEAMETOM
COOCTBEHHOCTH W TOAJIeXallas 3alMTe B COOTBETCTBUM C TPEOOBAHUSMH IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAHUSIMU, YCTaHABIMBAEMBIMI COOCTBEHHUKOM MH(OpPMALIUH.

NnenTndukanus— nprucBoeHre CyoObeKTaM U 00bEKTaM JI0CTyTa UACHTU(UKATOpa U
(WM) CcpaBHEHHE TMPEIBSBISIEMOr0 HUACHTU(UKATOpa C TMEpEeYHEM MPUCBOEHHBIX
UIECHTU(UKATOPOB.

HNHpopMaTUBHBI  CUIHAJ—  DJICKTPUYECKUE  CUTHAIBL,  AKyCTUYECKHE,
ANIEKTPOMArHUTHBIE U Jpyrue (QU3MYecKue TMOoJis, MO MapaMeTpaM KOTOPBIX MOXKET ObITh
packpbITa KoH(UICHITMATbHAS WHpOpMAaIys (IEpCOHATBHBIE TaHHBIC) 0OpabaThiBacMast B
MH(QOPMALMOHHON CUCTEME MEPCOHATBHBIX JAHHBIX.

Nupopmanuonnass cucreMa  mepcoHaabHbiXx  AaHHbIX  (MCII/IH)-
uH(pOPMAITMOHHAS CHUCTEMa, TPEJICTABIAIONIAsT COOOW COBOKYIMHOCTh MEPCOHATBHBIX
JAHHBIX, COJIEpKAIUXCs B 0a3e JaHHBIX, a TaKKe WHOOPMAIMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX CPECTB, MO3BOJIAIONINX OCYIIECTBISATH 00Pa00TKY TaKUX MEPCOHATBHBIX
JTAHHBIX C MCIIOJIb30BAaHUEM CPEJCTB aBTOMATH3allUU WM 0€3 MCIOJb30BaHUS TaKUX
CPEICTB.

NudopmanuoHHble TEXHOJOTHH— TIPOLIECCHI, METO/IbI TIOMCKA, COOpa, XpaHEH!S,
00pabOTKH, MPETOCTABIEHHS], PACIIPOCTPAHEHHSI HH(POPMALIMU U CIIOCOOBI OCYIIECTBICHUS
TaKHX MPOLIECCOB U METO/IOB.

Hcnosb30BaHue TEPCOHANBHBIX JAHHBIX— JICHCTBUS  (omeparuu) C
MIEPCOHAILHBIMU JIAaHHBIMH, COBEPIIIaCMbIEC ONEPATOPOM B IEINISAX MPUHATHS PEIICHUN
WM COBEPIICHUS WHBIX ACHCTBUHN, TOPOXKIAMOIMIMX IOPUANYCCKUE TIOCICACTBUS B
OTHONIECHUU CyOBEKTa MEePCOHANBHBIX JAHHBIX WM JPYTUX JIUIl TUO00 WHBIM 00pa3om
3aTparuBaroIIunX MpaBa U CBOOOIbI CyObEKTa MEePCOHATBHBIX TAHHBIX WU APYTUX JIMII.

Hcrounuk yrpo3bl 0Oe3omacHocTH uHpoOpMamuu— CyObEeKT JIOCTYIIa,
MaTepHATBHBIA OOBEKT WK (PU3MUYECKOE SIBJICHUE, SIBISIFOIMECS PUUYMHON BO3HUKHOBEHUS
yrpo3bl 0€30MacHOCTH UH(OPMAITUH.

Konrpoaupyemasi 30Ha— TPOCTPAHCTBO (TEPPUTOPHUS, 3/IAHWE, YaCTh 3/IaHUS,
MIOMEIIIEHHE), B KOTOPOM HCKITFOUEHO HEKOHTPOJIMpPYyEeMOe NpeObIBaHNE TIOCTOPOHHUX JIMII, a
TaKKe TPAHCTIOPTHBIX, TEXHUYECKUX Y UHBIX MAaTEPUATLHBIX CPEICTB.

KonduneHunaabHOCTh  NMEPCOHANBHBIX  JaHHBIX—  00s3aTelbHOE  JUIS
COOJTIOICHUST OTIEPATOPOM WJIM MHBIM MTOTYUYHMBILIUM JOCTYII K IEPCOHATLHBIM JJAHHBIM JIATIOM
TpeOOBaHUE HE JIOMyCKaTh WX paclpocTpaHeHHe Oe3 coryiacusi CyObeKTa IMepCOHATBHBIX
JAHHBIX WM HAJIMYMS UHOTO 3aKOHHOTO OCHOBAHHUSL.

MexceTeBOM JKpaH— JIOKATHLHOE (OJHOKOMIIOHEHTHOE) WM (DPYHKIIMOHAIBHO-
pacripefiefieHHoe — MporpaMMHoe  (MporpaMMHO-ANIapaTHOE)  CPEACTBO  (KOMILIEKC),
peanm3yroliee KOHTPOJb 3a MHGOpMaIlMel, MOoCTymnaroiied B HHPOPMAIMOHHYIO CHUCTEMY
MIEPCOHATIBHBIX JJAHHBIX U (MJIH) BHIXOJISIIEH 13 MH(POPMAITMOHHON CUCTEMBI.

Hapymuresnb 0€30MacHOCTH NEPCOHAJBHBIX JAAHHBIX— (U3MYECKOE JUIIO,
CIIy4ailHO WM TPEIHAMEPEHHO COBEPLUAIOLIEE ACHCTBUSA, CIEICTBUEM KOTOPBIX SIBISIETCA
HapyIlleHne Oe30MaCHOCTH TIEPCOHATBHBIX JIAHHBIX TP MX 00pa0OTKEe TEXHUYECKUMHU
cpencrBamu B MH(POPMAITMOHHBIX CUCTEMAaX TIEPCOHATBHBIX TAHHBIX.
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HeaBTromaTu3znpoBaHHasi 00padoTKa MepPCOHAIBbHBIX JaHHBIX— 00paboTKa
NEPCOHANBHBIX JAHHBIX, COJIEPKAIIUXCA B UHPOPMALIMOHHON CUCTEME MEePCOHATBHBIX
JAHHBIX JTMOO M3BJICYEHHBIX M3 TAaKOW CHUCTEMbI, CUUTAETCS OCYIECTBICHHON 0e€3
UCIIOJIb30BAaHUSl CPEACTB aBTOMATU3alMM (HEABTOMATU3UPOBAHHOW), €CJIH TaKue
JNEUCTBUA C TMEpPCOHAIbHBIMUA JAHHBIMHU, KaK MHCIIOJIb30BaHHUE, YTOYHEHHE,
pacnpocTpaHeHue, YHUUYTOKEHUE MEPCOHAIBHBIX JTaHHBIX B OTHOILIECHUU KaXJOrO U3
CyOBEKTOB MIEPCOHATIBHBIX JIAHHBIX, OCYIIECTBIISIOTCS PU HETIOCPEICTBEHHOM YYaCTUHU
YyeJIoBeKa.

HeneksapupoBaHHble BO3MOKHOCTH— (DYHKITMOHATIBHBIE BOZMOYKHOCTH CPE/ICTB
BBIUMC/IUTEIIPHOM TEXHUKH, HE OINMCAHHbIE WM HE COOTBETCTBYIOIIME OIMMCAHHBIM B
JOKYMEHTaIIH, npu UCIOJIb30BaHUN KOTOPBIX BO3MOYKHO HapyIlICHUE
KOH(PHUACHIMATBHOCTH, TOCTYITHOCTH WITH IIEIOCTHOCTH 00pabaThIBacMOi HH()OPMAITUH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HeCAHKUMOHUPOBAHHbIE JAEMCTBHS)—
JOCTyll K wuHGpOpMaIMd WM JCUCTBUS ¢ HHGOpMaIMed, Hapyllarolye IpaBuiia
pasrpaHUYEHUs] JIOCTYNa C WCIOJIB30BAHUEM INTATHBIX CPEICTB, MPEIOCTABIISEMBIX
UH(GOPMAITMOHHBIMUA CHUCTEMaMHU MEPCOHAIBHBIX TAHHBIX.

Hocutens unpopmanun— Gusryeckoe U0 WIM MaTepUalibHbI 00BEKT, B TOM
qucIie PU3NIECKOE ToJ1e, B KOTOPOM MHGOPMAIIYS HAXOIUT CBOE OTPKEHHE B BUJIE CUMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUUECKUX PEILICHUH U MPOIIECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK
(bu3HUEeCKUX BEIUYUH.

O0e3nuYnBaHue NMEPCOHAJIBHBIX JaHHBIX— JICHCTBUS, B PE3yJIbTaTe KOTOPBIX
HEBO3MOJKHO OIPEACINUTh MPUHAMICKHOCTh MEPCOHATBHBIX JaHHBIX KOHKPETHOMY
CyOBEKTY MEPCOHATBHBIX JAHHBIX.

OO0paboTka nmepcoHAIbHBIX JAHHBIX— JCUCTBUS (ONepalyun) ¢ NepcoOHaTbHBIMU
JAHHBIMK, BKJIIOYas cOOp, CHCTEMaTH3alliio, HAaKOIUIEHWE, XpaHEHWE, YTOYHEHHE
(oOHOBJIEHME, U3MEHEHHE), UCIIONB30BAaHKUE, PACIPOCTpaHEHUE (B TOM YHCIE IMepenavy),
o0e3nM4rBaHme, 0JI0KUPOBAHNE, YHUITOKEHUE TIEPCOHAIILHBIX JaHHBIX.

OO0menocTynHble MEePCOHAJIbHbIE JaHHbIe— MEPCOHANIBHBIE JAaHHBIC, JOCTYI
HEOTPAHUYEHHOTO Kpyra JHUI[ K KOTOPHIM TIPENOCTaBIEH C COTJIacus CyObeKTa
MEPCOHANBHBIX JTAHHBIX WM HAa KOTOPBIE B COOTBETCTBHUH C (peiepaabHBIMU 3aKOHAMU
HE PacIpoCTpaHsIeTCs TpeOOBaHUE COOIIOICHHS KOH(PHUICHITNATLHOCTH.

Omnepatop (mepcoHaAIBHBIX JAHHBIX)— roCyapCTBCHHBIN Opras,
MYHUITUIATBHBIA OpraH, FOPUANYECKOe WM (DPU3UYECKOE JIMII0, OpraHu3yroiee 1 (Wim)
OCYILIECTBJISIFOIIEe 00pPa0OTKY MEPCOHABLHBIX JIAHHBIX, a TAKKE OMPEACISIONIME e 1
cojiep>kaHue 00pabOTKU MEPCOHATIBHBIX TaHHBIX.

Texnnuyeckue cpeacrsa HMHPOPMANMOHHON CHCTEMBI INEPCOHAIBHBIX
JAHHBIX — CpPEICTBA BBIUMCIHUTCIIBHOM TEXHWKH, WH()OPMAIMOHHO-BBIYHMCIATEIBHBIC
KOMIUIEKCHI M CETH, CPEICTBA U CUCTEMBI Tiepeiaun, pueMa u oopadotku [1/1n (cpenctsa u
CUCTEMbI  3BYKO3AITUCH, 3BYKOYCWJICHHS, 3BYKOBOCIIPOM3BEICHHUS, TIEPErOBOPHBIC U
TEJICBU3MOHHBIC YCTPOWCTBA, CPEACTBA U3TOTOBJICHUS, TAPAKUPOBAHNUS JIOKYMEHTOB U JIPYTHE
TEXHUYECKHUE CPEICTBA 00pabOTKK pedeBol, TpaduecKoii, BUICO- M OYKBEHHO-IT(POBOI
uH(pOpMaIK), MPOrpaMMHBIE CPEICTBA (OTEPAIIMOHHBIE CHCTEMbI, CHCTEMbI YIPABICHUSI
0azamu TaHHBIX U T.11.), CPEICTBA 3AlTUTHI HH(POPMAITH, TIPUMEHSIEMbIE B MH(DOPMAITIOHHBIX
cUcTeMax.
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IlepexBar (MHoOpMaUMU)— HEMpaBOMEpPHOE TNONyYyeHHUEe HHpopManuu ¢
UCIOJIb30BAaHUEM TEXHUUYECKOTO CPEICTBA, OCYIIECTRISIONIETO OOHAPYKEHUE, IPUEM U
00paboTKy HHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble TaHHbIe— T100as HH(OPMAIIKS, OTHOCSIIASCS K ONPECTICHHOMY
WIN ONPEEIIEeMOMY Ha OCHOBaHUM TakoW MHGopManuu Gu3nuecKomy JHILy (CyOBbeKTy
NEPCOHANBHBIX JIaHHBIX), B TOM YHCIIe ero (haMuiivs, UMsi, OTYECTBO, T'OJl, MECHIl, J1aTa
U MECTO POXJIEHHUA, aJ[pec, CeMEeWHOe, COIMaIbHOE, MMYIIECTBEHHOE MOJIOKEHHE,
oOpazoBanue, mpodeccusi, T0X0Ibl, Ipyras HHhOpMAIHS.

IHo6o4HbBIE JIEKTPOMATHUTHbIEC U3JIyYeHHs] U HABOJAKH— 3JICKTPOMarHUTHBIE
M3JIyYEHUs] TEXHUUYECKUX CPEACTB 00pabOTKM 3amuinaeMol uHGOpMaluu, BO3HU-
Kalolllue Kak MOOOYHOE SBJICHHE W BBI3BAHHBIC DJJICKTPUYECKUMHU CHUTHAJIaMH,
JNEUCTBYIOIIUMU B UX JIEKTPUUYECKUX U MATHUTHBIX LETISIX, a TAKXKE DIEKTPOMArHUTHBIE
HABOJIKM 3TUX CUTHAJIOB Ha TOKOMPOBOSIIUE JIUHUU, KOHCTPYKIIUHU U 1[EMU MUTAHUSL.

[MouTHKA «YHCTOTrO CTOJA»— KOMIUIEKC OPraHU3allMOHHBIX MEPOMPHUSITHH,
KOHTPOJUPYIOIIUX OTCYTCTBUE 3alMCHIBAHMS HAa OyMa)kKHbIe HOCHUTENM KIOued u
aTpuOyTOB IOCTYyMa (MapoJieit) U XpaHeHHUs: X BOJIU3U OOBEKTOB JJOCTYIIA.

IHoab30BaTe/ b HH(POPMALMOHHON CUCTEMBbI NEPCOHATBHBIX AAHHBIX— JIULIO,
ydacTByromee B (DYHKIIMOHUPOBAHUHM HMH(POPMAIMOHHOW CHUCTEMBI IEPCOHAIBHBIX
JTAHHBIX WM UCTIOJIB3YIOIIEe PE3YNIbTaThl €€ (yHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHuyveHus AoCTynma— COBOKYITHOCTb MIPaBHIL,
periaMeHTUPYIOLIUX ITpaBa JOCTyNna CyObEeKTOB JOCTYIA K 00bEKTaM JIOCTyTA.

IIporpammHuasi 3akjajgka— KOJi MPOrpaMMbl, MPEIHAMEPEHHO BHECEHHBI B
MporpaMMy C IEJIbI0 OCYIIECTBUTh YTEUKY, M3MEHUTb, OJOKHUPOBATH, YHUUTOXHUTh
MHpOpMAIUI0O WM YHUYTOXHUTh M MOIAU(MUIIMPOBATH MPOrpaMMHOE oOecredeHue
MH(POPMAITMOHHOM CUCTEMBI ITEPCOHATBHBIX JAHHBIX U (MJIK) OJIOKMPOBATh annapaTHbIC
CpeJlCTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKOe) BO3/1eliCTBHE—
HECAaHKIMOHUPOBAHHOE  BO3JEHCTBHE  HA  PECypChl  ABTOMATHU3UPOBAHHOM
UH(OPMAITMOHHOW CHUCTEMBI, OCYIIECTBIIIEMOE C HCIIOJIb30BAHMEM BPEIOHOCHBIX
IPOTPaMM.

PackpbiTHe NEpPCOHAJBHBIX [JAHHBIX— YMBIIUIEHHOE WM CIlIy4ailHOe
HapylieHue KOH(UIECHIIMATLHOCTH MEPCOHAIBHBIX TaHHBIX.

PacnpocTpaHenne mnepCcOHANbHBIX JAAHHBIX— JICHCTBUS, HANpPABJICHHBIE Ha
nepegady NEpCOHANBHBIX  JAHHBIX  OMNpeAeJICHHOMY Kpyry Juil (mepemada
NEepPCOHAIBHBIX JAHHBIX) WM Ha O3HAKOMJIEHHE C TMEPCOHAIBHBIMU JaHHBIMU
HEOTPAaHUYEHHOTO KpyTa JIMI], B TOM YHCJIe 00HApOJIOBaHUE TIEPCOHAIBHBIX JAaHHBIX B
CpeACcTBax  MaccoBoM  uHGpoOpMaIuu,  pa3MelieHue B HH(POPMAIMOHHO-
TEJIEKOMMYHUKAIITMOHHBIX CETAX WJIM TPEAOCTaBICHUE AOCTYNa K MepPCOHATbHBIM
JAHHBIM KaKUM-JIMOO MUHBIM CIIOCOOOM.

Pecypc uHpOpMalMOHHOM CHUCTEMbl— HWMEHOBAaHHBIA 3JIEMEHT CHUCTEMHOTO,
MPUKJIAIHOTO WX ammapaTHOro obecredeHus: (yHKIIMOHUPOBAHUST WH(OPMAITOHHON
CUCTEMBI.

CrnenuajbHble KaTerOPUM MEePCOHAJIBHBIX JTAHHbIX— TIEPCOHANILHBIE JTAHHEIE,
Kacarolluecs: pacoBOM, HAIMOHAIBHOW MPUHAICKHOCTH, MOJUTHUYECKUX B3IJISIOB,
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PEMUTHO3HBIX WK GUI0CODCKUX YOCKICHHH, COCTOSIHUS 3J0POBbS 1 MHTUMHOM KU3HU
CyOBeKTa MepCoOHANbHBIX JAHHBIX.

CpeacrBa BBIYMCAMTENbHOW TEXHMKHM— COBOKYITHOCTh IPOTPAMMHBIX U
TEXHUYECKUX D3JIEMEHTOB CHCTEM OOpaOOTKM JIAHHBIX, CIOCOOHBIX (YHKIIMOHHUPOBATH
CaMOCTOSITENIbHO WJIM B COCTABE JIPYTUX CUCTEM.

Cy0obekT pgocrynma (Cy0ObeKT)— JMII0O WIM IIPOLECC, JEHCTBUSI KOTOPOrO
pEerIaMEeHTUPYIOTCS TTpaBUiIaMU pa3rpaHUyYEHUs JOCTyIa.

TexHuveckuii KaHaja yTedku MHGOPMANUM— COBOKYITHOCTH HOCHUTENS
uHpopMarmu  (cpenctBa  00paOOTKH),  (PU3MYECKOW  Cpembl  PaCHpPOCTPAHECHUS
MH(OPMATUBHOTO CUTHAJIA U CPENICTB, KOTOPBIMHE JOOBIBACTCS 3alrIiaeMast iHpOpMaIius.

Tpancrpanuynas  mepegaya  NEePCOHAJBHBIX  JIAHHBIX—  Iepegada
MepCOHANBLHBIX JJAHHBIX orepaTtopoM uepe3 ['ocynapcTBeHHyro rpanuily Poccuiickoit
®denepanuu  OpraHy BJIaCTH HMHOCTPAHHOTO TOCYAapCTBa, (PU3UYECKOMY WM
IOpUINYECKOMY JIMIY HHOCTPAHHOI'O TOCY/1apCTBa.

Yrpo3sl 0e30IaCHOCTH NEPCOHAJTBHBIX JAHHBIX— COBOKYITHOCTb YCJIOBUU H
(akTOpOB, CO3MAIOIIMX OMACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM YHCIIE CIIy4allHOTO,
JOCTyNa K MEPCOHAIBHBIM JIaHHBIM, PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHHUUYTOKECHUE,
U3MEHEHHUE, OJIOKMPOBAaHUE, KOIMPOBAHHUE, PACHPOCTPAHEHHE TEPCOHAIBHBIX JaHHBIX, a
TaKKe MHBIX HECAHKIIMOHUPOBAHHBIX JCUCTBHIA MpU UX 00pabOTKe B MH(OpMAIMOHHOM
CHCTEME MEPCOHATBHBIX JIAHHBIX.

YHHUUTOXKEHHE TEPCOHAIBHBIX JAHHBIX— JICUCTBUS, B PE3yJIbTaTe KOTOPBIX
HEBO3MOXXHO BOCCTAHOBHUTH COJIEPYKAHUE TMEPCOHAIBHBIX JaHHBIX B HWH()OpMAIMOHHON
CHCTEME MEPCOHATBHBIX JAHHBIX WJTH B PE3YJIbTATE KOTOPHIX YHUUTOXKAIOTCSI MaTepUaIbHbIE
HOCHUTEJIU TePCOHATBHBIX TaHHBIX.

Yreuka (Bammmaemoi) HHGOPMANMH 10 TEXHHYECKHM KaHaJaM—
HEKOHTPOJIMPYEMOE PACHPOCTPaHEHHE MHPOPMALIH OT HOCUTEJTS 3aLUIIAEMON HH(pOpMALIU
yepe3 (U3MYECKYIO Cpely J0 TEeXHMYECKOrO CpPEACTBA, OCYLIECTBISIIOIIETO IepexBar
uHbopMaIuu.

Y3BUMOCTB— C1a00CTh B CPEACTBAX 3AlIUTHI, KOTOPYIO MOXKHO HCIIONBH30BaTh LIS
HApYIIIEHNsI CUCTEMBI WJIM COZIEprKaIlIeiicsl B Hell nH(popMarum.

IesocTHOCTH MHpOPMAMHU— CIIOCOOHOCTh CPEACTBA BBIUMCIMTEIILHON TEXHUKU
WIIM aBTOMATHU3UPOBAHHOW CUCTEMbBI 00€CTIEUNBATh HEM3MEHHOCTh MH(OPMAIIUK B YCITOBUSIX
CITy4aifHOTO W/WJTM TIPEAHAMEPEHHOTO UCKKEHHS (Pa3PYILICHHS ).
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OBO3HAYEHUSA U COKPALLIEHU A

ABC— aHTHUBUpYCHBIE CPEICTBA

APM-— aBTOMaTH3MpOBaHHOE Pabovee MECTO

BTCC- BcriomorarenbHbIE TEXHIYECKHE CPEJICTBA U CUCTEMBI
NCI1Ip— nndopmalioHHas CMCTEMa MEPCOHATBHBIX TAHHBIX
K3- konTponmmpyemas 30Ha

JIBC— nokasbHast BEIYUCIIUTENbHAS CETh

MD3— MexceTeBo# SKpaH

HC/I— HecaHKIIMOHMPOBAHHBIN TOCTYII

OC- oneparmionHas cucrema

I1/TH— nepcoHaIbHBIE TaHHBIE

[IMB- nporpaMMHO-MaTEMaTHYECKOE BO3ICHCTBHE

[1O— nporpamMmmHoOe obecrieueHne

[IOMUMH- no6oyHbIE 2/IeKTPOMArHUTHBIE U3ITyYEHHS U HABOAKU
CA3- cucrema ananu3a 3alllMIIECHHOCTH

C3U- cpencTna 3amuThl HHGOPMAITUH

C3I1dx— cuctema (mojicucTeMa) 3aiuThl IEPCOHATBHBIX TAHHBIX

COB- cucrema o6Hapy>KeHUSI BTOP>KEHUN
TKYUW- Texunueckue kaHabl yTeuku nH(opmaImm
VYBIT1s— yrpo3bl 6e3011aCHOCTH MEPCOHATBHBIX JAHHBIX
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BBEJAEHUE

Hacrosmas Konuenmus uH(pOpMaITMOHHOM 0€e30I1acHOCTH NCITIu
MYHUIIUTIATBHOTO OIOKETHOTO 00111€00pa30BaTENbHOIO YUPEXKIACHUS T. ACTpaxaHu
«COILINe30» (nmanee — mkosa), ABIASETCS O(UIIMAIBHBIM JOKYMEHTOM, B KOTOPOM
ompejereHa CUcTeMa B3IJISA0B Ha oOecrieueHue HHGOPMAIMOHHON 0e30MacHOCTH
IIKOJIBI.

HeoOxomumocts paspabotku Konmenmuu oOycloOBI€Ha CTPEMUTEIbHBIM
pacmperreM chepbl TPUMEHEHUS HOBEWINMNX HWH(POPMAIMOHHBIX TEXHOJIOTHH U
mporeccoB mpu o0paboTke wWHPOpMAMKU BOOOIIE, W TIEPCOHATLHBIX JTaHHBIX B
YaCTHOCTH.

Hactosmas Konuenius onpezaenseT OCHOBHBIC LIENH U 33J]a4H, a TAKKe 0OIIYI0
CTpaTEruio MOCTPOEHUS CUCTEMBbI 3alUThl epcoHaNbHBIX NaHHBIX (C3II/IH) mKobI.
KoHuenius onpenesnser oCHOBHbIE TpeOOBaHUS U Oa30BbIE MOIXO/IbI K UX peai3allii,
JUTSL IOCTH KEHUS TpeOyeMoro ypoBHsI 0€301aCHOCTH UH(POPMAIIUH.

Konnenuust pa3paboraHa B COOTBETCTBUHM C CHUCTEMHBIM TMOJXOIOM K
obecrieueHn0 UHPOPMAMOHHOMN Oe3omacHOCTU. CHUCTEMHBIN MOJXOJ MpEearnoiaraet
IPOBEJACHUE KOMIUIEKCA MEPOINPUATHI, BKJIIOYAIOIIUX HCCIECIOBAHUE  YIPO3
uH(GOPMAITMOHHONW 0€30MacHOCTH U pa3paboTKy cucteMbl 3auuThl [1/{H, ¢ mo3uiuun
KOMIUIEKCHOTO MPHUMEHEHHS] TEXHUYECKHMX M OpPraHU3alMOHHBIX MEp U CpEICTB
3aIIUTHI.

[Ton wundopmarmonHoit Oe3omacHoCcThi0 II/[H MOHMMaeTcs 3alIUIIEHHOCTD
MEPCOHANIBHBIX JaHHBIX M oOpalaThiBarolled HX HWHQPACTPYKType OT JHOOBIX
CITy4alHbBIX WJIU 3JIOHAMEPEHHBIX BO3JIEUCTBUMN, PE3YITATOM KOTOPBIX MOXKET SBUTHCS
HaHeceHue yiiepOa camoil uHdpopmaluu, ee BianenblaMm (cyobektam [I{H) wim
uH@pacTpykType. 3agauu HHOOPMAIIMOHHOM 0€30MaCHOCTH CBOJATCS K MUHUMU3AIIUU
yimepba OT BO3MOXHOM peanu3anuu yrpo3 OesomacHoctu [IJIH, a Takke K
IIPOTHO3UPOBAHUIO U MTPEIOTBPALICHUIO TAKUX BO3ICHCTBUMN.

KoHuemnmust cay>KUT OCHOBOU JJIs pa3pabO0TKH KOMILIEKCA OPTaHU3AIMOHHBIX U
TEXHUYECKUX Mep IO 00ecredeHn o nH(HOPMAITMOHHON O€30MaCHOCTH IIIKOJIBI, a TAKKE
HOPMATUBHBIX U METOJUYECKUX JOKYMEHTOB, O0SCIIEUMBAIOIINX €€ PeaTn3allnio, U He
npenrnosiaraeT MoAMEeHbl (DYHKIMI TOCyIapCTBEHHBIX OpraHoB BiacTu Poccuiickoit
@denepanuu, OTBEUAIOMUX 3a OOECHEYeHHEe O€30MacHOCTH WH()OPMAIMOHHBIX
TEXHOJIOTUH U 3alUTy UH(POPMAITUH.

Konnenmus sBisieTcsa METOI0JIOTMYECKON OCHOBOM IS

e (QopmupoBaHUs W MPOBEACHUS €IUHON MOJUTUKUA B 00JIaCTH OOECIIeUeHUS

oe3onacuoctH 1110 B UCITH mKomsI;

® TMIPUHATHS YIPABICHUYCCKUX PEIICHUN W pa3paOdO0TKH MPAKTUYECKUX MEp 10

BOIUIOMIEHUIO TONMUTUKK Oe3omacHoctd [IJIH u BbIpaOOTKM KOMILIEKCa
COTJIACOBAHHBIX MEp HOPMATHUBHO-TIPABOBOTO, TEXHOJIOTUYECKOTO U
OpraHU3alMOHHO-TEXHUYECKOTO XapaKTepa, HAMPABICHHBIX Ha BBISIBICHUE,
OTPOKEHUE W JIMKBUJALMUIO TOCIEACTBUM peann3alul Pa3IudHbIX BUIOB
yrpo3 I1/1H;
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® KOOpAMHALIMU ACSITEIbHOCTH O0OCOOJIEHHBIX MOJpa3fesieHu MIKOJIbl HpU
npoBeieHnu padoT no pazsutuio u skcmtyataruu UCIIIx ¢ cobmonennem
TpeboBaHuii ooecrieueHus 6e3onacuoctu [1/1H;

® pa3pabOTKM  MPEMIOKEHHM 10  COBEPIICHCTBOBAHUIO  IPABOBOTO,
HOPMAaTHBHOI'O, METOJIMYECKOI0, TEXHUYECKOTO U OPraHu3alMOHHOIO
ob6ecneuenus 6ezomacHoctH [1/1a 8 UCIT/{H mIkosl.

OoOusacte npuMmeHeHnsi KoHuenuuu pacnpocTpaHseTcs Ha BCE MOAPA3ACIICHUS
IIKOJIbI, B KOTOPBIX OCYIIECTBISIETCS aBTOMAaTU3MpoBaHHas oOpabotka I1/IH, a Takxke
Ha TMOJpa3feleHMsl, OCYIIECTBISIOIINE COMNPOBOXKICHHE, OOCIyKHBaHUE U
obecrnieueHre HopManbHOTO (hyHKIMOoHUpoBaHust UCITIH.

[IpaBoBoii 6a3oii s pazpaboTku Hacrosedl Konnenuu ciayxaTt TpeOoBaHUsA
nercTByrommx B Poccum 3aKOHOJATENbHBIX W HOPMATHUBHBIX JOKYMEHTOB IIO
oOecrnieueHnI0 0€30acHOCTH NepcoHaNbHBIX AaHHbIX (I1/1H).
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1. OO0wmue moJioKeHud

Hacrosimas Konuenuus ornpezenser OCHOBHBIE LIEIN U 3a/1auH, a TakKe OOIIyI0
CTPATETHIO MOCTPOCHUSI CUCTEMBI 3aIUThI TepcOHaNbHBIX NaHHbIX (C3I1/IH) mKombl, B
cootBercTBUM C [lepeunem UCIT/IH. Konuenius onpesenser 0CHOBHbIE TpeOOBaHUS U
0a30Bble MOAXOABl K WX pealu3aluu, JUisl JOCTHXKEHUS TpeOyeMoro YpoBHS
0e3omacHocTH UHGOPMAITUH.

C3I1n mpeacraBisieT co00M COBOKYITHOCTh OPTaHU3AITMOHHBIX U TEXHUYECKUX
MepOoInpusATAN 11 3ammTel [I/[H OT HEMpaBOMEPHOTO MM CIIyYalHOTO TOCTYIA K HUM,
YHUYTOXXEHUS, U3MEHEHUs, OJIOKUPOBaHUsA, KONUPOBaHus, pacnpocrtpanenus [1J[H, a
TaKK€ UHBIX HEIPABOMEPHBIX IECUCTBUM C HUMH.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX JOCTHIAaeTCAd MYTEM HCKIIOUYEHHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIIy4YalHOTO, JOCTYIA K IEPCOHATIbHBIM JaHHBIM,
pEe3yIbTaTOM KOTOPOTO MOXKET CTaThb YHHUYTOXKEHHE, HU3MEHEHHUe, OJOKHWPOBaHHE,
KOIHUPOBAHUE, PpACIPOCTPAHEHHUE TMEPCOHANBHBIX JAHHBIX, a TaKXe HHBIX
HECAaHKIMOHUPOBAHHBIX JICHCTBUIA.

Crpyktypa, coctaB u ocHoBHbie QyHkiuu C3II/IH ompenenstoTcss ucxoas u3
kiacca UCITIn. C3I1/IH BKIIFOYaeT OpraHu3alluOHHBIE MEPBI U TEXHUUYECKUE CPEJICTBA
3amuThl nHOopMaIuu (B ToM uucie mudppoBaibHbie (KpUntorpadguueckue) cpecTsa,
CpelcTBa MPeA0TBPAIICHUS] HECAHKITMOHUPOBAHHOTO IOCTYTa, yTEUKH UH(POPMAIUH 110
TEXHUYECKUM KaHallaM, MPOTPaMMHO-TEXHUYECKUX BO3JCHCTBUN Ha TEXHUYECKHUE
cpenctBa o0pabotku I1J[H), a Takke ucHoNb3yemMble B MH(DOPMAIMOHHOW CUCTEME
MH(POPMAITMOHHBIE TEXHOJOTHUH.

DT MepbI PU3BAHbI 00ECTICYUTH:

* KOH(UIAEHIUAIBLHOCTh UHPOPMALUU (3aIMTa OT HECAHKLIMOHUPOBAHHOTO
03HAKOMJICHU);

® MEeJOCTHOCTh uWH(OpManuu (aKTyalbHOCTh ¥  HEMPOTUBOPEYUBOCTH
uH(pOpMaINH, €€ 3alUIIICHHOCTh OT Pa3pyIlIeHUs U HECAHKIIMOHUPOBAHHOTO
M3MEHEHUS);

® JI0CTYNHOCTb MH(pOpMaIHU (BO3MOXKHOCTD 3a MPUEMIIEMOE BPEMS TTOJIYUYHTh
TpedyemMyto HHPOPMAITMOHHYIO YCIIYTY).

Craauu co3ganus C3I1/IH BKIIOYAIOT:

® TMpEANpOEKTHAs CTajus, BKJIIOYAIONIAs MPEANPOCKTHOE OOCIe0BaHE
NCTIIH, pa3paboTKy TEXHUYECKOTO (YaCTHOTO TEXHUYECKOTO) 3a/IaHHsI Ha €€
CO3/aHHUE;

e cTraaus MPOEKTUpOBaHUsS (pa3paboTku mpoekToB) u peanusanuu WCIIH,
BKuTrovatotas pazpadborky C3I1/In B cocrae UCIIH;

e craaus BBoja B aeiictBue C3I1/IH, BKIIOUArOIIasi ONbITHYIO SKCILTyaTalUIo U
MIPUEMO-C/IATOYHBIC HCIBITAHUS CPEICTB 3alIUThl MH(POPMAIUH, a TaKXKe
orieHKy cooTBercTBus MCII/IH TpeboBanusaM 6e30macHOCTH NHPOPMAIIHH.

Opranu3aliioHHble MEPbl MNPEIyCMATPUBAIOT CO3JaHUE U MOJJICPKAHUE
mpaBoBoil 0a3bl Oe3zomacHoctn [IJ[H m pa3paboTky (BBeiaeHHE B JEHCTBUE)
npenycMmoTpeHnbix [omutukoii uadopmarnpontoit 6esomnacuoctu MCIn cnenyromux
OpraHU3alMOHHO-PACIOPSAUTENbHBIX JOKYMEHTOB:
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o UHCTpyKIMIO agMUHUCTpaTOpa WHPOPMAIMOHHBIX CHUCTEM IEPCOHATBHBIX
JAHHBIX IO 00ECTICYEHUI0 OE30MaCHOCTH MEPCOHAIBHBIX TaHHBIX.

o UHCTpykuMio O  TOpSAKE  PE3EepBUPOBAHUSL W BOCCTAHOBJICHUS
PaboTOCTIOCOOHOCTH TEXHUYECKUX CPENICTB, MPOTPAMMHOTO OOECTICUCHUS U
0a3 JaHHBIX.

e HHCTPYKIIHUIO OTBETCTBEHHOTO 32 00PabOTKY MEPCOHATBHBIX JaHHBIX.

e UHCTpyKIIHMIO 1O OpraHU3alMi aHTUBUPYCHOM 3aIIUTHI.

o UHCTpyKIMIO TIO MOPSAAKY ydyeTa MU XPAaHEHHUIO JOKYMEHTOB, COAEpKalIuX
MIePCOHAJILHBIC TAHHBIC.

e UHcTpykiuio mo obecrnedeHnro O€30MacHOCTH OKCIUTyaTalluud  CPENCTB
kpunTorpaduueckoit 3amutsl unpopmarmu (CK3N).

e UHCTpYKIIMIO 1O TOPSAIKY ydeTa W XPAaHECHHUIO MAIIMHHBIX HOCHUTEJEH
KOH(DUICHIIUATEHON HHpOpMaIUK (IEPCOHAIBHBIX TAHHBIX).

e UHcTpykinio mofb30Barenss HHPOPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX
JTAHHBIX MO0 00ECIeUeHNUI0 OE30MTaCHOCTH MEPCOHATBHBIX JTAHHBIX.

e UHCTPYKIIMIO OCYIIECTBICHUS BHYTPEHHETO KOHTPOJS COOTBETCTBUS
00pabOTKN MEPCOHATBHBIX JTAHHBIX TPEOOBAHUSAM K 3aIUTE MEPCOHATBHBIX
JTAHHBIX.

e UHcTpykiuio mosib3oBatesi Mo oOecrneueHuto 0e30MacHOCTH 00paboTKH
NEPCOHATBHBIX JAHHBIX, TPU BO3SHUKHOBEHUH BHEIITATHBIX CUTYyaITUH.

TexHuueckue Mephbl 3allUThl PEATU3YIOTCS MPH MOMOIIU COOTBETCTBYIOIIUX

MIPOTPaAaMMHO-TEXHUYECKHUX CPEIICTB U METOOB 3aIIUTHI.

[lepeuerr HEOOXOAMMBIX MEp 3almUThl WHOOPMAIUU  OMPEACNIICTCS TI0

pe3yibTataMm BHyTpeHHel npoBepku 6e3onacHoctd MCII/{H miKkob.
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2. 3apaum C3I1n

OcHoBHol 1enpro C3IIIH sBISeTCS MUHUMM3aLMS yiiepda OT BO3MOXKHOMU
peanuzaiuu yrpo3 6ezomacHocTtH I1/1H.

s moctrkeHus: ocCHOBHOM 1ieu cucteMa 6e3omacHoctu [1a MCITIa gomkHa
obecrnieunBath 3PGHEKTUBHOE PEIICHUE CIICTYIONINX 3a/1a4:

3alUTy OT BMewaTenbcTBa B mpouecc ¢yHkuuonupoanus HWCII/Ix
MMOCTOPOHHUX JHUIl (BO3MOXKHOCTh Hcmojb3oBaHus AC u JocTynm K ee
pecypcaM JIOJKHBI MMETh TOJIBKO 3apErMCTPUPOBAHHBIE YCTAHOBIIEHHBIM
MOPSIIKOM TOJE30BATENN);

pasrpaHM4eHHe  JOCTyla  3aperuCTPUPOBAHHBIX  IOJb30BaTENE K
anmapaTHbIM, OpPOrpaMMHBIM U UHGpopManmoHHbIM pecypcam MCIIH
(BO3MOKHOCTb JOCTYTIAa TOJIBKO K TEM pecypcaM U BBINOJIHEHUS TOJIBKO TEX
ornepanuii ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM IOJIb30BATEISAM
NCTI/IH 115t BBIOJHEHUS CBOUX CITYKEOHBIX 003aHHOCTEH ), TO €CTh 3aLIUTY
OT HECAHKIIMOHUPOBAHHOI'O JJOCTYIIA:

K nHpopMauuu, nupkymupytouieii B UCI1/1H;

cpeacTBaM BeruucauTebHOM TeXHUKU UCIIIH;

anmnapaTHbIM, IMPOTPAMMHBIM U KpUNTOTpaUUYECKUM CPEICTBAM 3allUTHI,
ucnonszyeMmbiM B UCIT/IH;

PETHCTPALIO IEUCTBUI MOJIB30BATENEH IPU UCIOJIb30BAHUN 3aILMINAEMBbIX
pecypcoB MCII/IH B CHCTEMHBIX XypHaJIaX U IEPUOAUYECKHN KOHTPOJIIb
KOPPEKTHOCTH JIEUCTBUU  IIOJI30BATENEW CHCTEMBI IMYTEM aHAJIU3a
COJIEPKMMOT0 3THUX KYPHAJIOB;

KOHTPOJIb LEJIOCTHOCTU (0OecreueHrne HEM3MEHHOCTH) Cpebl MCIIOJIHEHHUS
IPOrpPaMM M €€ BOCCTAHOBJICHUE B CIIy4ae HapyLICHUS;

3aIUTY OT HECAHKIIMOHUPOBAHHON MOJU(UKALIMUA U KOHTPOJIb LIEIOCTHOCTH
ucnoas3yeMmbix B ICII/IH mporpaMMHBIX CPEICTB, a TAKXKE 3aIUTY CUCTEMBI
OT BHEJIPEHUS HECAHKIIMOHUPOBAHHBIX MPOTrpaMM;

3amuty II/IH OT yTeuku mo TEeXHMYECKHMM KaHallaM MHpu ee oO0paboTke,
XPaHEHMH U Ilepeaaye Mo KaHajaM CBS3H;

samuty I1IH, Xpanumoi, oOpabaTeiBaeMO M TIEpe/laBaeéMoil MO KaHaiam
CBSA3H, OT HECAHKIIMOHUPOBAHHOTO PA3TJIALIEHUS WM UCKAKEHUS;
o0ecrieueHre  KMBYYECTH  KPUITOrpaUuUecKuX  CpPEACTB  3allUTHI
uH(pOpMAaIUU PU KOMIIPOMETAIMU YaCTH KIIFOUEBOM CUCTEMBI;
CBOEBPEMEHHOE BBISIBIEHUE UCTOYHUKOB yTrpo3 OezonacHoctu [1/1H, npuunn
U YCIOBHM, CIOCOOCTBYIOIIMX HaHECeHHIO yiepda cyowekram I[1/1H,
CO3/IaHHE MEXaHN3Ma ONEPATUBHOTO PearnpoBaHus Ha yrpO3bl 0€30MaCHOCTH
IIJIH u HEraTUBHBIC TCHICHIIUH;

CO3/IaHKE YCJIOBUMU JJI1 MUHUMHU3ALMU U JIOKAJIM3allMd HAHOCUMOTO yiepoa
HENPAaBOMEPHBIMU  JEUCTBUSIMH  (U3MYECKUX M  IOPUAMYECKUX  JIUIL,
ocJiabJieHre HEraTUBHOTO BIUSHUS U JIMKBUJAIMUS MTOCIEICTBUM HapyIEHUS
oe3omacuoctu I1]1H.
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3. O0BbeKTHI 32U THI
3.1 Ilepeuenb uHGPOPMALIMOHHBIX CHCTEM

B wMmyHununaibHOM OOJKETHOM — 00111€00pa30BaTEIbHOM — YUPEKIECHUU T.
Actpaxann «COILINe30»  mpousBoautcs oOpabOTKa NEPCOHATBHBIX JIaHHBIX B
uH(GOPMAITMOHHBIX crcTeMa 00paboTku nepcoHanbHbIX AaHHbIX (UCIIIH).

[Tepeuens UCII/In onpenensieTcss HA OCHOBAaHUU BHYTPEHHETO 00OCIICIOBAHMS.

3.2 IlepeyeHb 00bEKTOB 3aIIIUTHI

OObekTaMu 3aIuThl ABIAIOTCS — nH(popManus, oopadbareiBacmas B UCII/IH, u
TEXHUYECKUE CPE/ICTBA €e 00paboTKH M 3amuThl. [lepeueHp mepcoHaNbHBIX TaHHBIX,
nojUiekaniue  3ammre, omnpeneiaeH B [lepeuHe  NEpCOHAIBHBIX — JIaHHBIX,
oOpabaTblBaéMbIX B  MYHUIIMIAIBHOM  OIO/HDKETHOM  00111€00pa3oBaTeIbHOM
yupexennu r. Actpaxanu « COLLINe30».

OOBEKTHI 3aLIUTHI BKIOYAIOT:

1) O6pabaTbiBacMasi HHGOPMAITHSL.

2) TexHonoruueckas HHGOpMAITHSL.

3) [IporpaMMHO-TEXHHYECKHE CPEICTBA OOPAOOTKH.

4) Cpencrsa 3anmtsi [1/1H.

5) Kananbl nHDOpMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIIHH.

6) OOBEKTHI U IOMEIIEHUS, B KOTOPBIX pa3MmenieHbl kKommoHeHTsl UCTT/IH.
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4. Kaaccupuxanus noab3oBareneit UCIIIn

[Tonb3oBatenem UCII/IH gBisieTcst U110, ydacTByIollee B (PyHKIMOHUPOBAHUU
UH(OPMAITMOHHON CUCTEMBI NMEPCOHAIBHBIX JTAHHBIX WJIM MCIOJIb3YIOEe Pe3yIbTaThl
ee ¢pynkunonuposanus. [lonszoBarenem UCII/IH sBisieTcst 110001 COTPYIHUK IIKOJIBI,
uMeroni noctyn k MCII[IH u ee pecypcam B COOTBETCTBHUM C YCTAHOBIICHHBIM
MOPSAJIKOM, B COOTBETCTBUU C €r0 (DYHKIIMOHATIBHBIMU O0S3aHHOCTAMH.

[TonbzoBatenu UCII/H aendrcs Ha Tpu OCHOBHBIE KATETOPUH:

1) Anmunuctparop MCII[Ia. CoTpyIHUKH IKOJBI, KOTOPBIE 3aHUMAIOTCS
HaCTPOWKOM, BHEJIPEHUEM M COIPOBOXKIAEHUEM cucTeMbl. Anmuuuctpatop WCIIIH
o0JafaeT cIeAyIoIHM YPOBHEM AOCTyNA!

e oO0nanaet nMoiHOM HH(OPMALIUEN O CHCTEMHOM U MPUKJIAJTHOM IIPOTPAMMHOM

ob6ecnieuenun UCII/H;

e o0aznaer nMoyHOM nHpopMalueil 0 TEXHUYECKUX CPeACTBaX U KOH(PUTypauu
NCII/H;

® UMEET JIOCTYI KO BCEM TEXHUYECKUM CpeACTBaM 00pabOTKK MHPOPMALIMK U
nanabiM UCIIH;

e 00yiajaeT nmpaBaMu KOH(MUIYpPHPOBAaHUS W AJIMHUHHCTPATUBHOW HACTPOMKH
texHnueckux cpenacts MCII/IH.

2) Iporpammuct-paspaborurk MCIT/n. COTpyAHUKH IIKOJBI MM CTOPOHHUX
OpraHM3aliii, KOTOpbIE 3aHMMAIOTCS pPa3pabOTKONW MPOrpaMMHOIO OOECIeUeHusI.
Pazpabotuux UCII/Ix obnamaer ciaeayroniuM YpOBHEM JOCTYMA:

e oOmamaer wuHpoOpMammMeil 00 anaropuTMax W IporpamMmax oOpaboTKH

unpopmanuu Ha UCII/1H;

e 00JlajaeT BO3MOXKHOCTSIMU BHECEHHS OIIMOOK, HEIEKJIapUPOBAHHBIX
BO3MOXHOCTEH, IPOrPaMMHBIX 3aKJIAJOK, BPEAOHOCHBIX MpOrpamMM B
nporpammHoe obecnieuenne UCIIJH Ha ctaauu ee pa3paboTKu, BHEIPEHUS U
COIIPOBOKICHHS;

® MOXET pacmojiaraTh JOObBIMU (PparMeHTaMu WHGOPMAIMK O TOIMOJIOTHH
UCII[lH u TexHUYeCcKUX cpeAcTBax oOpaborku wu 3amuthl [1/1H,
obpabateiBaembix B UCIT/H.

3) Omepatop MCII[IH. CoTpyaHHKH  IIKOJIBI YYacTBYIOIIME B IIpoIecce

skcrutyatanuu UCITIu. Onepatop UCII/IH o61agaeT cieayomuM ypoBHEM JOCTYIIA:

e 00JlajaeT BCEMU HEOOXOJUMBIMU aTpuOyTamMu (Hampumep, Mapojem),
o0ecrneunBaroIUMU JOCTYT K HEKOTOpOMY NoaAMHOXecTBY [1/1H;

e pacnoyiaracT KOHPHUACHITUATHHBIMUA JTAHHBIMH, K KOTOPBIM UMEET JIOCTYTI.

Kareropun momnp3oBatesneil MOmKHBI ObITH ompenenaeHsl st kaxaon WCIIH.
JIoJIHO OBITh YTOUHEHO pa3/iesieHue COTPYIHUKOB BHYTPH KaTerOpHii, B COOTBETCTBUU
C THUIIAMHU TIOJb30BaTeNe omnpeneneHHbiIMM B [lomuTuke uHpOpMAIIMOHHOM
0€30MacHOCTH.

Bce BbIsIBIICHHBIE TPYIIIBI ITOJIB30BaTENIEN oTpaxkarores B [lepeyne noipkHocTeR
pabOTHUKOB, JOMYLIEHHBIX K paboTe C MEepCOHANbHBIMU JaHHBIMH WU 3aMEIlECHUE
KOTOPBIX MPEeAyCMaTpUBAET OCYIIECTBICHHE 00paOOTKH MEPCOHANIBHBIX TAHHBIX OO0
OCYILIECTBJIIEHUE JOCTyHa K II€pCOHAJIBHBIM JaHHBIM B IIKoibl. Ha ocHoBaHumn
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o0cnenoBaHus onpenenstoTcs npasa aoctyna K anementam MCIIJIH nns Bcex rpynn
II0JIB30BATENIEW M OTpa)karoTcs B PaspemmnTensHOi cucTeMe J0CTyIla COTPYAHUKOB K
pecypcaM HMH(QOPMAIMOHHBIX CHUCTEM IE€PCOHAJBHBIX JAHHBIX, IPHUHAJICKAIINX

MYHUIIUITAIBHOMY OI0OJPKETHOMY 00111€00pa30BaTeIbHOMY YUPEKICHHIO I'. ACTpaxaHu
«COILIN230.
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5. OCHOBHBIE NIPUHIMIIBI NOCTPOEHHUS CUCTEMbI KOMILJIEKCHOM 3alIIUThI
uHpopmManuu

[TocTtpoenue cuctembl obecnedenus 6e3zonacHoctu [1[In UCII/IH mikomnsl u ee
(GYHKIIMOHUPOBAHUE JIOJDKHBI OCYIIECTBISITECA B COOTBETCTBUU CO CICAYIOIIUMU
OCHOBHBIMU TIPUHITUIIAMMU:

® 3aKOHHOCTb;
CHCTEMHOCTB;
KOMILIEKCHOCTD;
HETIPEPHIBHOCTD;
CBOECBPEMEHHOCTb;
MPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS,
IIEpCOHAJIbHAA OTBETCTBEHHOCTD;
MHUHUAMUA3ALMUSA TOJTHOMOYHN;
B3aMMOJEHUCTBUE U COTPYTHUYECTBO;
THOKOCTh CUCTEMBI 3aIIUTHI;
OTKPBITOCTh aJITOPUTMOB YU MEXAHU3MOB 3aIIUTHI;
MIPOCTOTA IIPUMEHEHHUS CPEJICTB 3AIUTHI;
Hay4yHasi 000OCHOBAaHHOCTb U TEXHUUYECKAsl PEaIu3yeMOCTh;
crienuain3anus 1 npodeccuoHamns3m;
00513aTeIbHOCTh KOHTPOJISA.

5.1 3akoHHOCTH

[Ipeanonaraer OCyIIECTBICHHE 3alIUTHBIX MEPONPUATHH U pa3pabOTKy
C3I[IluYnpaBienun  0Opa3oBaHUs B COOTBETCTBUU C  JIEUCTBYIOLIUM
3aKOHOJATEILCTBOM B oOsiactv 3amuThl [I1/IlH u Opyrux HOpPMATUBHBIX aKTOB IIO
0e30macHoCTH MH(OPMALIMK, YTBEPKACHHBIX OpraHaMH TOCYJAapCTBEHHOW BIACTU U
yIpaBJlieHUs B TIpeesiaX UX KOMIETEHIIUH.

[Tonb3oBatenu u obcmyxuBatomuii nepconan [1In MCII[H mikomsl TOBKHBL
OBITb OCBEJOMJICHBI O TOpsAAKEe paboThl ¢ 3amuiaeMoll uHpopMamuer u o0
OTBETCTBEHHOCTH 3a 3amuThl [1/1H.

5.2 CucTeMHOCTH

Cucremnsbiii noaxoA K nocrpoennto C3II/IH mkonsl mMpenanosiaraet yd4eT BCex
B3aMMOCBSI3aHHBIX, B3aMMOJICUCTBYIOIIUX U U3MEHSIOIIUXCA BO BPEMEHH JIEMEHTOB,
yCIIOBUM U (DAKTOPOB, CYHIECTBEHHO 3HAYMMBIX ISl TOHUMAHUS U pEeICHUsI TPOOIeMbl
ob6ecneuenus 6ezomacHoctu [1In UCIT/IH mKomsI .

[Tpu co3manum cUCTEMbI 3allUTHI JOHKHBI YUUTHIBATHCS BCE Ci1aldble U Hanbosee
ysI3BUMbIE MecTa cucTeMbl 00paboTku I1][H, a Takke XxapakTep, BO3MOXKHbBIE OOBEKTHI U
HalpaBJICHWs] aTaKk Ha CHUCTEMYy CO CTOPOHBI  HapymwuTeneir  (0coOOEHHO
BBICOKOKBATU(DUIIMPOBAHHBIX  3JIOYMBIIUIEHHUKOB), IyTH TMPOHUKHOBEHUS B
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pacnpenenennsie cuctembl 1 HCJl x uHpopmamuu. Cucrema 3amuThl JODKHA
CTPOUTBHCSA C YYETOM HE TOJIBKO BCEX U3BECTHBIX KaHAJIOB NMpOHUKHOBeHHs U HCJI k
UH(pOpMaIUH, HO U C YYETOM BO3MOKHOCTH MOSIBJICHUS IPUHLIUIINAIBHO HOBBIX ITyTEH
pean3anuu yrpo3 0€30MacHOCTH.

5.3 KoMILIeKCHOCTH

KoMmiuiekcHOe HUCHOIB30BaHUE METOAOB M CPEACTB 3AIMTHI IPEANOIAracT
COIVIACOBAHHOE IPUMEHEHHE PA3HOPOAHBIX CPEACTB IPU IMOCTPOCHHH LEJIOCTHOU
CUCTEMBI 3alllUThl, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbIE (3HAUMMbIC) KaHAJbI
pealn3allid Yyrpo3 M HE COJEprKalled ciladbIX MECT Ha CThIKaX OTACIBHBIX €€
KOMITOHEHTOB.

3amuTa JOJDKHA CTPOMTHCS DIIEIOHMPOBAHO. JUIg KaXJoro KaHajla YTEYKH
UHpOpPMaIUU U JUIA KaXJ10M yrpo3bl 0€30IMaCHOCTH JIOJKHO CYLIECTBOBATh HECKOJIBKO
3alUTHBIX pyOexeil. Co3gaHue 3alIUTHBIX PyOeKel OCYIIECTBISETCS ¢ YIYETOM TOrO,
qTOOBl 11 WX MPEOAOJCHHUsS MOTEHLUUAIbHOMY 3JIOYMBIIUIEHHUKY TpeOOBaIUCh
po¢ecCUOHATIbHBIE HABBIKM B HECKOJIBKMX HEB3aUMOCBS3aHHBIX 00JIACTSIX.

Buemmnss 3ammrta  goikHa oOecrnieuyuBaThCs  (PU3MUYECKMMHU  CPEJICTBAMU,
OpPraHMU3allMOHHBIMM M TNPaBOBbIMM MepaMu. OmHMM M3 Hambojee YKpEIJICHHbIX
pyOexeil npu3BaHbl OBITH CpeACTBA KPUNTOrpadUUECKO 3aIUThI, peaJu30BaHHbIE C
ucnonb3zoBanueM TexHojorun VPN. IlpukianHoil ypoBeHb 3alIUThI, YYNUTHIBAIOIINN
0COOEHHOCTH MPEAMETHOMN 00IaCTH, TPEACTABIISIET BHYTPEHHUN PyOEK 3alUTHI.

5.4 HenpepbiBHOCTB 3amuThl [1/{H

3amra [I/[H — HE pa3oBoe MEPONPUATHE W HE NPOCTAsT COBOKYIHOCTH
MPOBEAEHHBIX MEPOINPUATUII M YCTAHOBJIEHHBIX CPEICTB 3alIUTHI, a HEMNPEPBHIBHBII
LEJICHAIIPABIICHHBIN MPOLIECC, MPEANOJIArallIni TPUHATHE COOTBETCTBYIOIIUX MEp Ha
BCeX ATanax ku3HeHHoro nukia MCIIIH.

NCIIJIH 10JKHBI HAXOAUTHCS B 3aIIUIIIEHHOM COCTOSIHUM Ha MPOTSXKEHUU BCETO
BpeMEHU UX (PYHKIIMOHMpPOBaHHA. B COOTBETCTBUM C 3TUM MPHUHIIUIIOM JIOJKHBI
PUHUMATBCS MEpHI 110 HenonyeHuto nepexoaa MCII/IH B He3amUIIIEHHOE COCTOSIHUE.

BoabmuHCTBY PU3NUECKUX U TEXHUUECKUX CPEACTB 3alTUTHI TS 9P HEKTHBHOTO
BBITIOJTHEHUS  CBOMX  (PyHKUMM  HeoOXoAauMMa  TOCTOSIHHAsE  TEXHHYECKas W
OpraHu3alMoHHas (aAMUHUCTpATUBHAs) TMOAJAEpPK KA (CBOEBpEMEHHAs CMEHa U
obecrieyeHne NPABUIBLHOIO XpaHEHUsS W TPUMEHEHHs WMEH, Mapojed, KiIouen
mudpoBaHus, NepeonpeacicHue mojJHoMounii u T.11.). [lepepriBbl B paboTe CpelcTB
3aIUThl MOTYT OBITh UCITOJIb30BAaHbI 3JI0YMBIIIJICHHUKAMU JIJIs1 aHAJIU3a PUMEHSIEMBbIX
METOJIOB W CPEACTB 3allUThl, MJi1 BHEAPEHUS CIEIHUATbHBIX TMPOrPAMMHBIX H
amnmapaTHbIX '"3aKIagoK" U APYTUX CPEICTB MPEOJOJEHHUS] CUCTEMBbI 3alllUThl MOCIHE
BOCCTAHOBJICHHS €€ (P)YHKITMOHUPOBAHMSI.

5.5 CBOEBpEMEHHOCTH
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[Ipeamonaraer ynpexmaaronuii xapakrep Mep oodecnieuenus 6ezonacHoctu [1]1H,
TO €CTh MOCTAaHOBKY 3a1ad no kKomruiekcHou 3ammre MCIIJJH m peannzanuio mep
obecrnieuenus 0e3onacHoctu [1JIH Ha panHux cranusax pazpadorku UCIIIH B nemom u
€€ CUCTEMBI 3allUThl HH(OPMAIIH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alUThI TOKHA BECTUCH MapaJlIeIbHO ¢ pa3pabOTKOM U
pa3BUTHEM CaMOM 3alUIIaeMOl CHUCTEMbl. OJTO TIO3BOJIUT YYeCThb TpeOOBaHUs
0€30MacHOCTH MPU MPOEKTUPOBAHUYU APXUTEKTYPHI U, B KOHEUHOM CUETE, CO37aTh OoJiee
s exTuBHBIE (KaK IO 3aTpaTaM pPECypcoB, TaK W IO CTOHWKOCTH) 3allUIICHHBIC
CHUCTEMBI.

5.6 HpeeMCTBeHHOCTb N COBCPIHICHCTBOBAHUE

[IpenmnonaratoT MOCTOSHHOE COBEPIICHCTBOBAHUE MEpP M CPEACTB 3alUTHI
uH(bOpMaIIMM HAa OCHOBE NPEEMCTBEHHOCTH OPraHU3allUOHHBIX M TEXHUYECKUX
pelieHuii, kaapoBoro cocrapa, aHanuza ¢ynkuuonupoanuss MCIIn u ee cuctemsl
3allUTHl C YYETOM HU3MEHEHHl B METOJaX M CPENICTBAX IepexBaTa HHQPOpMalUU,
HOPMATUBHBIX TPeOOBaHUH MO 3aIIUTE, JOCTUTHYTOIO OTE€UECTBEHHOTO U 3apy0e:KHOTO
OTbITa B ATOM 00JIACTH.

5.7 IlepcoHajibHAsI OTBETCTBEHHOCTh

[Ipeanonaraer BO3JIO)KEHUE OTBETCTBEHHOCTH 3a OOecrnedyeHue 0e30MacHOCTH
I1/I1 1 cuctembl X 00pPabOTKU HA KaXKIOT0 COTPYAHUKA B IIPE/iesiaX €ro NoJTHOMOYUH.
B cooTBeTCTBMM C 3TUM NPHUHLMIOM pacOpeleseHue MpaB W 00s3aHHOCTEU
COTPYIHHMKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B cilydyae JHOOOro HApyIIEHHsS KpyT
BUHOBHUKOB ObLT YETKO U3BECTEH WJIM CBEJIEH K MUHUMYMY.

5.8 IIpuHUOMNI MUHUMHU3ANUM TTOJTHOMOYHIA

O3HavaeT NpeAoCTaBICHUE IMOJIb30BATEISIM MHHUMAJbHBIX IIpaB JOCTyna B
COOTBETCTBHUH C MPOU3BOACTBEHHON HEOOXOUMOCTHIO, HA OCHOBE IIPHUHIIUIIA «BCE, YTO
HE pa3pelIeHo, 3alpeIeHO».

Hoctyn k [1/]H momkeH NMpeaocTaBIsaThCsl TOJBKO B TOM CIy4yae U 00beme, eCiu
3TO HEOOXOAUMO COTPYAHUKY JIJIsl BHITIOJTHEHUS €T0 TOKHOCTHBIX 00s13aHHOCTEH.

5.9 BzaumojeiicTBre U COTPYAHNYECTBO

[Ipenmonaraer co3manue ONAronpusATHONM aTMochepsl B  KOJUICKTHBAX
nojapazzaeneHui, obecneunBaronux aesteabHocTs VMCIIJIH mKombl, s CHUXKEHHS
BEPOSTHOCTH BO3HMKHOBEHHUS HETATHBHBIX JCHCTBHM, CBS3aHHBIX C YCIOBEUYCCKHM
dakTopom.

B Takoii 00CTaHOBKE COTPYJHUKH JOJDKHBI OCO3HAHHO  COOJIIO/IATH
YCTaHOBJICHHBIC TIPABWJIA U OKAa3bIBAaTh COJICUCTBHE B JIEATEIHLHOCTH MOPA3ACICHUM
TEXHUYECKOU 3aUThl HH()OPMAIUH.
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5.10 I'uékocThb cucreMbl 3amuThl 1111

[IpuHsATHIE MEPHI U YCTAHOBIIEHHBIE CPEJICTBA 3aIIUThI, OCOOCHHO B HAYaJIbHBIM
NepuoJT WX OKCIUTyaTallud, MOTyT oOecne4yuBaTh KaK 4Ype3MEpHBId, Tak U
HEJ0CTaTOUYHbIA ypOBEHb 3amuThl. [ oOecrieyeHuss BO3ZMOXHOCTH BapbUpPOBAHUS
YPOBHEM 3alllMIIEHHOCTH, CPEACTBA 3alIUThl JOJKHBI 00JIajaTh OINpPEEICHHON
rUOKOCThI0. OCOOEHHO BaXXHBIM OSTO CBOWCTBO SBISIETCS B TeX CiIydasxX, KoOrma
YCTAHOBKY CPEJICTB 3alUThI HEOOXOAMMO OCYIIECTBISATh Ha Pa0OTAIOIIYIO CUCTEMY, HE
HapyIas mpoiiecca €e HOpMaabHOTO (PYHKIIMOHUPOBAHUSI.

5.11 OTKprTOCTL aJITrOpUTMOB 1 MEXAaHU3MOB 3allIUTHI

CyTb OpUHIMIIA OTKPHITOCTH AJITOPUTMOB M MEXaHU3MOB 3aIIIUTHI COCTOUT B TOM,
YTO 3aIlliTa HE JOJDKHA 0OCCIIEYMBATHCS TOJBKO 32 CUET CEKPETHOCTH CTPYKTYPHOM
OpraHU3allid U aJrOpUTMOB (YHKIIMOHUPOBAHUS €€ MOACUCTEeM. 3HAHHUE aJlTOPUTMOB
pabOThl CHCTEMBI 3AIMTHI HE JOJKHO JIaBaTh BO3MOXKHOCTH €€ IPEoJIoJeHUs (Haxe
aBTopaM). OHAKO, 3TO HE 0O3HAYAET, YTO HH(OPMAITUSI O KOHKPETHON CUCTEME 3aIUThI
JOJDKHA OBITH 00IIIEI0CTYITHA.

5.12 IIpocToTa NpUMeHEeHNsI CPEACTB 3aAIMUTHI

MexaHu3Mbl 3alIUThl JOJDKHBI OBITh MHTYUTHUBHO TOHSTHBI M MPOCTHI B
ucnoiab3oBaHuu. [I[puMeHeHrne Cpe/iCTB 3alUThl HE TOJIKHO OBITh CBSI3aHO CO 3HAHHUEM
CIICHMAIBHBIX SI3BIKOB WJIM C BBIMOJHEHUEM JEUCTBUM, TPEOYIOIMX 3HAYMTEIbHBIX
JOTIOJIHUTENIBHBIX ~ TpyJAOo3aTpaT Tpu  OObIYHOM paboTe  3aperucTpUpPOBAHHBIX
YCTAHOBJICHHBIM TIOPSIKOM IIOJB30BATEICH, a Tak)Ke HE JOJDKHO TpeOoBaTh OT
MOJIH30BATENIsl  BBINIOJIHEHUS PYTHHHBIX MAaJIOMIOHATHBIX €My omepanuid (BBOJ
HECKOJIBKUX TapoJiel U UMEH | T.JI.).

JloJbkHa  J1OCTUTaThCAd AaBTOMATH3AIMs MAKCHMAJbHOTO 4YHCIAa JCHMCTBUH
nosb3oBarenei u anmuauctpatopos MCII/IH.

5.13 HayuyHasi 000CHOBAaHHOCTb ¥ TEXHHYECKasl peajn3yeMocTh

NudopmanmonHbie TEXHOJOTUH, TEXHUYECKHE M MPOrpaMMHbBIE CPEJCTBa,
CpelCcTBa U MEphI 3alIUThl MH()OpPMALIMU AOJKHBI OBITh pEaTM30BaHbl HA COBPEMEHHOM
YPOBHE Pa3BUTHS HAYKH U TEXHUKHU, HAYYHO 0OOCHOBAHBI C TOUKH 3PEHUS JOCTUKEHUS
3aIaHHOTO ypOBHS 0€30MacHOCTH MHPOPMALMKM M JOJDKHBI  COOTBETCTBOBATH
YCTaHOBJICHHBIM HOpMaM U TpeboBaHUsAM 10 Oe3onacHocTu [1/1H.

C3IIn nomkHa ObITh OPUEHTHUPOBAHA HA PEUICHMS, BO3MOXKHBIE PHUCKH IS
KOTOPBIX W MEpPbl INPOTUBOACUCTBUS 3THM PHUCKAM IPOLUIM BCECTOPOHHIOIO
TEOPETUUYECKYIO U MMPAKTHYECKYIO IPOBEPKY.
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5.14 Cnenuajau3anusi 1 NpopeccuoHATIN3M

HpezmonaraeT IIPUBJICUCHUC K pa3pa60TKe CpCACTB U pCain3aliliui MCP 3allIUThI
I/IH(bOpMaHI/II/I CIICHUAJIN3UPOBAHHBIX OpFaHHSaHHﬁ, HanoOoee IIOATOTOBJICHHBIX K
KOHKPCTHOMY BUAY ACATCIBHOCTHU IIO oOecrneueHnI0 0S30IaCHOCTH HﬂH, HNMCIOIIINX
OIIBIT HpaKTquCKOﬁ pa6OTI>I U TOCYAApCTBCHHYIO JIMIICH3UIO HA IIPABO OKAa3aHUA YCIIYT
B JTOH 00JacTH. Peaﬂmaunﬂ AIMUHUCTPATHUBHBIX MCPp MW OSKCILIyaTanus CpCICTB
341U ThI JOJDKHAa OCYIICCTBIIATBHCA HpO(l)eCCI/IOHaJ'IBHO IoATr0OTOBJICHHBIMHA
crreouaJaInucCrTaMu IIKOJIbI.

5.15 O06s13aTEJILHOCTH KOHTPOJISE

[Tpenmoiiaraer 00s13aTEIBHOCTh U CBOEBPEMEHHOCTD BBISBICHHUS W MPECCUCHUS
IONBITOK HApYIICHUS YCTAaHOBJICHHBIX IpaBMI oOccnedeHus Oe3omacHoctu I1/[H Ha
OCHOBE  HCIIOJIb3YyEeMBIX CHCTEM U  CPEJACTB  3allUThl MHOOpPMAIUU  IpU
COBEPIIICHCTBOBAHMM KPUTEPUEB M METOJOB OIICHKU 3(PPEKTUBHOCTH 3THX CHCTEM H
CPEICTB.

KOHTpOJIb 33 IeITEIEHOCTHIO JTI000TO IOJIH30BaTEIs, KaXKI0I0 CPEICTBA 3aIUTHI
U B OTHOIICHHWU JHOOOT0 OOBEKTa 3aIlMThl JOJKCH OCYIICCTBIATHCS Ha OCHOBE
IPUMCHEHUS CPEJCTB OIEPATUBHOIO KOHTPOJIS U PETUCTPAIIMK U JIOJDKEH OXBAThIBATh
KaK HECAaHKIIMOHUPOBAHHBIC, TaK U CAHKITMOHUPOBAHHBIC JICHCTBHUS MOJIb30BATEIICH.
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6. Mepbl, MeTOABI H CpeACcTBA o0ecnieyeHNs TPedyeMoro ypoBHs 3alIUIIIEHHOCTH

Oo6ecrieueHne TpeOyeMOTo ypOBHS 3aIIUIIEHHOCTH JTOJDKHOCTH JIOCTUTATHCS C
UCIIOJIb30BaHUEM MEp, METOJIOB M CpEeJCTB Oe3omnacHocTH. Bce Mephbl oOecrieueHus
oe3omnacnoctu MCIIJIH moapasnensrorcs Ha:
3aKOHOJaTeIbHBIC (TIPABOBBIC);

MOPaIbHO-3TUYECKHUE;

OpraHu3alUOHHbIC (AAMUHUCTPATUBHEIC);
buzndeckue;

TeXHUYECKHE (ammapaTHbIE U IPOTPaMMHBIC).

6.1 3akoHoaaTeNbHbIE (IPAaBOBbIE) MePbI 3AIUTHI

K npaBoBbIM MepaM 3alIUThl OTHOCSTCS JEHCTBYIOLIUE B CTPAHE 3aKOHBI, YKA3bl
U HOPMATHUBHBIE aKThl, perjaMeHTHpylolmue npasuna obOpamenus ¢ IIJ1H,
3aKpEIUISIONIe NpaBa U 00A3aHHOCTH YYaCTHUKOB MH(OPMALIMOHHBIX OTHOIICHUN B
npouecce ee oOpabOTKM M HCIOJIb30BAHMS, a TaKKe YCTaHaBIMBAIOLIUE
OTBETCTBEHHOCTb 34 HApyWIEHUs HJTUX [PaBWI, MPEIATCTBYS TEM CaMbIM
HENpaBOMEPHOMY HcroJib30BaHuio [1/IH u sBIsIOUIMECS CAepKUBAIOLUM (aKTOPOM
JUISI IOTEHLMAJIbHBIX HAPYIIUTEIEH.

[IpaBoBbIE ~ Mepbpl ~ 3alUTBl  HOCAT B OCHOBHOM  YIIPEXKIAFOIIMIA,
MPOPUIAKTUYECKUI XapakTep U TPeOYIOT MOCTOSHHOW pa3bSICHUTEIBHOM padOThI C
II0JIB30BATESIMU U 00CITYKUBAIOIUM IIEPCOHAIOM CHCTEMBI.

6.2 MopajibHO-ITHYECKHE MePbl 3aLUThI

K MopanpHO-3THUECKMM MepaM OTHOCSTCS HOPMBI TIOBEICHHS, KOTOPHIC
TPAJAUIIMOHHO CJIOXKWINCh WM CKIAIBIBAIOTCA IO Mepe pacmpoctpaHeHuss OBM B
CTpaHe WK 00IIeCTBE. DTH HOPMBI OOJIBITIICH YaCThIO HE ABIISIOTCS 00s3aTEILHBIMU, KaK
3aKOHOJIATEJILHO YTBEPKICHHBIE HOPMATHUBHBIE aKThI, OJHAKO, UX HECOOII0/ICHNE BEICT
OOBIYHO K TAJICHUIO0 aBTOPUTETA, MIPECTHKA YEJIOBEKA, TPYMIIBI JIUIl UJIK OpPTaHU3aIiu.
MopanbHO-3THYECKHE HOPMBI OBIBAIOT KaK HEMHCaHbIe (HampuUMep, oOIIenpru3HaHHbIC
HOPMBI YECTHOCTH, MATPHOTHU3MA M T.I.), TaK M MHCaHbIC, TO €CThb O(OPMIICHHBIC B
HEKOTOpPBIN CBOJ (YCTaB) MpaBUJI WM HNPEANUCAHUN.

MopanbHO-3THYECKHE MEPHI 3aITUTHI SIBISIOTCS MPO(QUIAKTHUSCKUMH U TPEOYIOT
MIOCTOSTHHOM pa0OThI TI0 CO3JAaHHUIO 3I0POBOTO MOPAJILHOTO KJIMMaTa B KOJUICKTHBAX
nojpasuenacHuii. MopaabHO-3TUYECKHE MEphl 3allUThl CHIDKAIOT BEPOSITHOCTH
BO3HUKHOBEHUS HETATHBHBIX JACHCTBUH, CBI3aHHBIX C YEIIOBEYCCKUM (PAKTOPOM.

6.3 Opranu3amuoHHble (A/AMUHUCTPATUBHBIE) MePbI 3aIIUTHI

OpraHu3alMoHHble  (aAMHUHUCTPATUBHBIE) MEpPHI 3alUTBl — 3TO MEpHI
OpPraHMU3aIMOHHOTO XapaKTepa, PEerIaMEeHTHUPYIOLIUE MPOoLecchl (HYHKIMOHUPOBAHHUS
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UCTIdn, wucnonszoBanue pecypcoB HWCII[H, nesareapbHOCTh 00CTY>KHMBAOIIETO
IepCOHAJIa, a TaKXe TMOPANOK B3auMojercTBus nonb3oBaresne ¢ MCII[H Takum
o0pa3zoM, 4yToObI B HAMOOJBIIIEH CTENEHU 3aTPYIAHUTh WM UCKIIOYUTH BO3MOKHOCTh
peanu3anuu yrpo3 0e30MacHOCTH WU CHU3UTH pa3Mep NOTEPh B CIIyUae UX peain3aluu.

['1aBHasgs 1enb AaIMUHUCTPATUBHBIX MeEp, NPEANPUHUMAEMBIX Ha BBICIIEM
yIOpaBJIeHYeCKOM  ypoBHe —  copmupoBath [loauTuky  uHbOpMaMOHHON
6e3omnacHoctH [1/]H (oTpakaronryro Mmoaxo/abl K 3amuTe HHPopMaIum) u 00eCeduTh ee
BBITIOJTHEHHE, BBIJICIISISI HEOOXOIUMBIE PECYPChI U KOHTPOJIUPYS COCTOSTHUE JIETT.

Peamuzamms [lommtuku wHopmarmonHoit Oe3omacaoctu [1/In B UCII/IH
COCTOSIT U3 MEP aIMUHUCTPATUBHOIO YPOBHS M OPTaHU3ALMOHHBIX (MPOLETYPHBIX) MEP
3aImuTHl THGOPMAIIHH.

K agMUHUCTpaTUBHOMY ypOBHIO  OTHOCSITCS ~ pELICHUS  PYKOBOJICTBA,
3arparuBaromue AesrenpHocTs WMCII[IH B menom. OTu pemieHus 3aKpervisioTcs B
[Tonutuke nnbopmarmonHon 6ezonacHocTu. [IpuMepoM Takux perieHuit MoryT ObITh:

® [pUHATHE penieHuss o GOPMHUPOBAHUU WM MEPECMOTPE KOMILICKCHOM

nmporpamMmbl odecriedeHust 6e3omnacuoctu [1J1H, onpeenenne oTBETCTBEHHBIX
3a ee pealn3aluio;

e (QopmynupoBaHHE Iie€i, MOCTAHOBKA 3ajady, OMPENEJICHUE HarpaBJICHUM

TIeSTeILHOCTH B 00acTu 6e3omacHoctH T1/1H;
® [PUHATUE PEIICHUI MO BOMpPOCaM peaiu3alluy MPOTpaMMbl OE30MACHOCTH,
KOTOPBIE paCCMAaTPUBAIOTCS HA YPOBHE YTIpaBiICHUU 00pa30BaHus B 1I€JIOM;

e o0ecreueHre HOPMAaTUBHOM (IPaBOBOI) 6a3bl BOIPOCOB O€30MACHOCTH U T.1I.

[Tonutrka BepXHETrO YPOBHS JODKHA YETKO OYEPTUTH cdepy BIUSHHUS H
OTpaHUYCHMS TPU oOmpeaeneHun uenei OezomacHoctu IIJ[H, ompenenuTs KakuMH
pecypcamu (MaTepUalibHbIE, TIEpPCOHANT) OHU OYyAYT AOCTUTHYTHl MU HAaWTHU pPa3yMHBIH
KOMIIPOMHCC MEXIYy MPUEMJIEMBbIM YpOBHEM 0€30MacHOCTH U (DYHKIIMOHATHLHOCTHIO
NCII .

Ha opraHu3aiimoHHOM ypOBHE OIPEACISIIOTCS MNPOLEAYphl M IpaBHIIa
JNOCTH)KEHUs 1enedl u peuieHus 3anad llomutuku mHbopmanmoHHON 0e30MacHOCTH
[T/I1. DT mpaBUIIa ONIPEAEISIOT:

e KakoBa 00JIacTh MPUMEHEHHUS MOJUTHUKHU Oe3omacHoctu [1/1H;

® KAaKOBbI pOJM H OOS3aHHOCTU JOJDKHOCTHBIX JIMII, OTBEYAIOIIHWE 3a

npoBefieHne TOoNUTHKU Oe3zomacHocTy [IJ[H, a Takke WX YCTaHOBUTH
OTBETCTBEHHOCTD;
e KTO UMeeT npasa gocryna K I1/H;
e KaKMMHU ME€paMH M CpeJicTBaMu oOecrieunBaetcs 3ammrta [1]1H;
® KaKWMH MEPAMH U CPEJCTBAMU 00ECTICUNBACTCS KOHTPOJIb 32 COOJIIOICHUEM
BBEJICHHOT'O peXrMa 0€30MacHOCTH.

OpraHu3aioHHbIE MEPbHI JOJKHBI:

® [pelycMaTpuBaTh periamMeHT UH()OPMAIIMOHHBIX OTHOIIICHHH,
VCKIIFOYAIOIINX  BO3MOXKHOCTh  HECAHKIIMOHUPOBAHHBIX  JIEUCTBUUA B
OTHOIIIEHUH 00BHEKTOB 3aIIUTEHI;

® OMNpeNessaTh KOAJUIMOHHBIE M HWEPAPXUYECKUE NPUHIUIBI U METOJIbI

pasrpannuenus gocryna K I1/1H;
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® OmpeAensiaTh MOpAIOK paboThl € MNPOrpaMMHO-MAaTEMAaTHUYECKUMU U
TEXHUYECKUMHU (ammapaTHbIe) CpPEACTBAMHU 3allUThl U KPHUIITO3ALIUTHI U
IPYTUX 3aIIATHBIX MEXAHU3MOB;

e opranuzoBaTh Mephl npotuBoneiictBua HCJI monb3oBarensmMu Ha 3Tamax
ayTeHTU(UKALUY, aBTOPHU3AlUHM, UACHTU(DUKAIINK, OO0ECIeUYNBAIOIINX
rapaHTHd  pealu3alud 0OpaB W OTBETCTBEHHOCTH  CYyOBEKTOB
WH()OPMAITMOHHBIX OTHOIIICHHH.

Opranu3zanmoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

e pernamenTa goctyna B nomemenus UCITH;

® TMOPANOK JOIMyCKa COTPYIHHMKOB K HCHOJb30BaHHiO pecypcoB HMCII/In
VYrpaBiaenuu oOpa3oBaHus;

® perjlaMeHTa IIPOLIECCOB BeIEHUS 0a3 JaHHBIX U OCYIIECTBJICHHS
MoAU(pUKALMA HHPOPMALIMOHHBIX PECYPCOB;

® perjlaMeHTa MPOILECCOB OOCIYXMBAHMS M OCYIIECTBICHUS MOAM(PUKAIUU
amnrmnapaTtHbIX ¥ porpaMMHbIX pecypcoB UCII/IH;

o wuHcTpykiui  none3oBarened  WCIIJln  (agmunuctparopa  UCIIH,
nosib3oBarens MCIx);

® HWHCTPYKIUSA MMOJIB30BATENsS TP BOBHUKHOBEHUHU BHEIITATHBIX CUTYaIUM.

6.4 ®dusnyeckue Mepbl 3aLIUTHI

dusnyeckue Mepbl 3allUThl OCHOBAHbI HAa NPUMEHEHHUHM PA3HOTO poja
MEXAHUYECKUX, DJIEKTPO- WIN JIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U COOPYKEHUU,
CHEeIUaIbHO TMPEJHA3HAUYCHHBIX [UJII  CO3JaHusl (PU3WYECKUX TPEMmSITCTBUH Ha
BO3MOXHBIX IIYTSIX ITPOHUKHOBEHUS M JOCTyIla NOTEHLMWAJIbHBIX HAPYIIUTEICH K
KOMITOHEHTaM CHCTEMbI M 3allUIaeMoil HHPOpMaIlH, a TaK)Ke TEXHUYECKUX CPEJICTB
BU3YaJIbHOTO HAOIIO/ICHMUS, CBSI3U U OXPAHHOW CUTHAJIM3AIUU.

dusnyeckass  3amuTa  3aHUN, TOMENIeHUM, OOBEKTOB U  CPEACTB
nH(pOpMaTU3ALMKU JOJIKHA OCYIIECTBIIATHCS MMyTEM YCTAHOBJICHUS COOTBETCTBYIOLIUX
MIOCTOB OXpPaHbl, C TOMOIIbI0 TEXHUYECKUX CPEICTB OXPaHbl WM JIIOOBIMU JPYTUMHU
cnocobamu, MIPEAOTBPAIAIOIIMHU 1581051 CYIIECTBEHHO 3aTPYIHSAIOINIUMHA
NPOHUKHOBEHWE B  3JaHHE, TOMEIICHUS  MOCTOPOHHUX  JIMI,  XHUIICHUE
MH()OPMAIIMOHHBIX HOCUTENEH, CaMHUX CpeJCTB MH(POpPMATHU3AIUHU, HCKITIOYAIOIIMMHU
HaxO0XJICHUE BHYTPHU KOHTPOJHPYEMOW (OXpaHSeMOW) 30HBI TEXHUYECKHX CPEJICTB
Pa3BEIKH.

6.5 AnnapaTHo-nporpaMmMHublie cpeacTBa 3amuThbl [1/In

Texaudeckue (ammapaTHO-MPOTPAMMHBIE) MEphI 3alllUThl OCHOBAaHBI Ha
WCIIOJIb30BAaHUU PA3IMYHBIX DJCKTPOHHBIX YCTPOWCTB M CIICIMAJIBHBIX TPOTPAMM,
Bxoasanmx B coctaB UCII/IH 1 BBIMOTHSIOMMX (CAMOCTOATENILHO UM B KOMIUIEKCE C
JIPYTUMH cpeficTBaMu) (YHKIMU 3allUThl (MACHTU(UKAIUIO W ayTeHTU(HUKAIUIO
MOJIb30BAaTENICH, pasrpaHUYeHHe JOCTyla K pecypcaMm, PErUCTpaluio COOBITUM,
Kpunrorpaduyeckoe 3aKpbiTie HHPOPMAITUU U T.1.).
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C ydetoMm Bcex TpebOoBaHUU W MPUHIUIIOB obOecreuenus Oe3omacHoctu [1/1x B
NCIIIH mo BceM HampaBlIEHUSM 3alUTHI B COCTaB CUCTEMbI 3aIIUTHl JTOJKHBI OBITH
BKJIFOYEHBI CJIEAYIOIINE CPEICTBA!

cpeacTtBa  uaeHTUukanuu  (OMO3HaBaHMs) U ayTeHTU(PUKAIIUMU
(moaTBepkACHUS OMIMHHOCTH) nojib3oBateneit MCIIx;

CpEACTBa PA3rpaHUYCHUS JOCTYIA 3apPETUCTPUPOBAHHBIX IOJB30BATEIEH
cuctemsl K pecypcam UCII/In YrpaBnenuu oOpazoBanus;

cpencTBa oOOecTiedeHHMs] W KOHTPOJS IIEIOCTHOCTH TMPOTPAMMHBIX U
UH(OPMAITMOHHBIX PECYPCOB;

CpeliCTBa ONEPaTUBHOTO KOHTPOJISL U PETUCTPAIIMU COOBITHI 0€3011acCHOCTH;
Kpunrorpaduueckue cpeactsa 3amutsl [1/1H.

VYcnemHoe NTPUMEHEHHE TEXHMUYECKUX CPENICTB 3allUThl HAa OCHOBAaHUU
NpUHLOMNOB (pa3fen S) MpeanojaraeT, 4TO BBIMOJHEHHE TMEPEUYUCICHHBIX HIKE
TpeOoBaHUN 00€CIEeYeHO OpraHU3allMOHHBIMU (aAMUHUCTPATUBHBIMU) MEpaMu |
UCIOJIb3yeMbIMU (PU3NYECKUMHU CPEJCTBAMU 3AIUTHI:

obecrnieyeHa (u3nyeckas 1eJ0CTHOCTh Beex komnoneHT UCTI/IH;

KXl coTpynHuk (mosib3oBatenb WCIIJIH) wnu rpynma mofib3oBatelnei
MMEET YHUKAJIbHOE€ CHCTEMHOE HUMS W MHHUMAJIBbHO HEOOXOJUMBbIC IS
BBITIOJTHEHUS UM CBOMX ()YHKIIMOHAIBHBIX OOS3aHHOCTEH MOJHOMOYHS IO
JIOCTYITy K peCypcaM CHCTEMBI;

BCE HU3MEHEHMS KOH(PUTYpallMM TEXHUYECKUX U TMPOTPAMMHBIX CPEICTB
NCIIJH npou3BOasATCS CTPOr0 YCTAHOBIEHHBIM OPSIAKOM (PETUCTPUPYIOTCS
U KOHTPOJUPYIOTCS) TOJIHKO HAa OCHOBAaHWHM PACIIOPSIKEHUN PYKOBOJCTBA
LIKOJIBI;

ceTeBoe 00opyAoBaHUE (KOHIICHTPATOPHI, KOMMYTATOPhI, MAPIIPYTU3ATOPHI
W T.I.) pacrnojlaraeTca B MeECTax, HEJOCTYMHBIX IS TOCTOPOHHUX
(cnenuanbHBIX TOMEIIEHUSIX, Kadax, u T.1.).

CIICIMATIMCTAMU IIKOJIBI OCYIIECTBIISIETCS HENPEPHIBHOE YIPABICHUE U
aIMUHUCTPATUBHAS TOAJEPKKa QYHKIIMOHUPOBAHUS CPEJICTB 3aIIUTHI.
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7. KoHTpOoab 3(p(PeKTUBHOCTH CHCTEMBbI 3AIIUTHI

Koutpons adpdexruBroctr C3I1/IH 10KeH OCylIecTBISIETCS HA TIEPUOUYECKOMN
ocHoBe. llenbto KoHTpoNs 3(P(HEKTUBHOCTH SIBISETCA CBOEBPEMEHHOE BBISIBICHUE
HeHauIexkaumx pexxumMoB padoTsl C3II/IH (oTKIIIOYEHNE CPECTB 3alUThI, HAPYIICHHUE
PEKUMOB 3aIIUThl, HECAHKIIMOHUPOBAHHOE U3MEHEHHUE PEKUMA 3aIUTHI U T.11.), a TaK
POTrHO3UPOBAHUE M TIPEBEHTUBHOE pearupoBaHUE HA HOBBIE YIpo3bl 0€30MAaCHOCTH
IT/1n.

KoHTposs MoxeT npoBoauTthes kak anMuauctpaTopamu UCIIT/H (onepaTUBHBII
KOHTpPOJIb B Tiporiecce wuHpopManuoHHoro B3ammoneicteus B MCII/IH), Tak u
MPUBJIEKAEMBIMU JUJISI 3TOM I€MM KOMIETEHTHBIMH OpraHU3alUsIMH, HMEIOIUMU
JAIEH3UI0 Ha 3TOT BUJI aesarenbHOCTH, a Takke PCTIOK Poccum m ®Ch Poccum B
npezesiax uX KOMIIETEHIIUH.

KoHTpose MoxeT ocymecTBiasaTees anMuaucTpaTopoM MCIT/IH Kak ¢ TOMOIIBIO
IITAaTHBIX CPEACTB CHUCTeMbl 3amuThl [I/[H, Tak W C MOMOLIBIO CHEIUATbHBIX
IPOTrPaMMHBIX CPEACTB KOHTPOJIS.

Onenka s>¢gdextuBHOCTH Mep 3ammThl [IJIH mpoBoaWTCS € MCHOIB30BAaHUEM
TEXHUYECKUX U TMPOTPAMMHBIX CPEACTB KOHTPOJS HA NPEAMET COOTBETCTBHS
YCTaHOBJICHHBIM TPEOOBaHUSM.
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8. Cdepbl oTBeTcTBEeHHOCTH 32 Oe3onacHocTh I1/{H

OTBEeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTpPOJb HaJl olecrneuyeHrueM
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX SBJISETCS  JAUPEKTOp IIKOJbI, OH BIIpPaBe
JIeJIeTUPOBaTh YacTh IMOJHOMOYMHA MO OOECHEYEeHHIO0 O€30MacHOCTH MEPCOHATBHBIX
JAHHBIX.

Cdepa OTBETCTBEHHOCTH JUPEKTOpA YUPEKACHHUS BKIIOYACT CIEIYIOIINE
HarpaBJeHus odecrieueHus 6ezonacHoctu [1J]H:

e IlmanupoBaHue U peanusaius Mep o odecrneuenuto 6ezomnacHoctu [1]1H;

e Ananu3 yrpo3 6e3onacHoctu I1/]H;

e PazpaGoTky, BHeApeHHE, KOHTPOJIb WCIOJHEHUS U TMOJJIEp)KAaHUE B
aKTyaJIbHOM COCTOSIHUM TMOJIMTUK, PYKOBOJCTB, KOHUEMIMM, MpoLEeayp,
pPErJaMeHTOB, MHCTPYKIUN M JIPYIHMX OPraHU3alMOHHBIX JOKYMEHTOB II0
00eCTICUCHUIO OS30IaCHOCTH;

e Konrponp 3amunienHoctn UT uHPpacTpykTypbl mKoOJAbM OT yrpo3 Mb
MyTeM;

e OOyuenue u uapopmuponanue nons3zoBareneit UCIIAH, o nopsnke paboTh
¢ II/I1 u cpeacTBaMu 3alUTHI;

e [IpenoTBpaieHue, BISIBICHUE, pEaripoOBaHUE U PAcCieI0BaHUE HAPYILIEHUH
oe3omacuoctH I1/1H.

[Ipy B3aMMOAECHCTBHM CO CTOPOHHMMH OpTaHH3aIllMsIMH B CiIydasX, KOTrJa
COTPYIHUKAM JTHUX OpraHU3allii MPENOCTABISACTCA TOCTYH K OOBEKTaM 3alllUThI
(paznen 3), ¢ PTUMU OpraHU3alUSIMU JIOHKHO OBITh 3akitodeHo «CorjamieHue o
KOH(pUAeHIHATIbHOCTUY, 1100 «CornameHue o COOJIIOICHUH pexruMa 0e30MacHOCTH
[111 npu BeinonHenuu padot B MCITIn».
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9. Mogaesb HApyLIHTE/Isl 6€30I1ACHOCTH

[lon HapymuTeneM B IIKOJE ITOHMMAETCS JIMIO, KOTOPOE B pE3yJbTaTe
YMBIIUICHHBIX WM HEYMBIIUICHHBIX JEHCTBUA MOKET HaHECTH YIIepOd oO0BeKTaM
3ammThl (pasaen 3).

Hapymmrenu noapaszaenstores no npusHaky npuHamiexkHoctu Kk UCITIH. Bee
HApYLIUTENIH JIETATCS Ha ABE TPYIIIIbL:

® BHCIIIHHUE HAPYIIUTEN — GU3NICCKHUE JINIA, HE UMEIOIIHE ITpaBa MpeObIBaHUS

HA TEPPUTOPHUM KOHTPOJUPYEMOU 30HBI, B IIPEJEIax KOTOPOU pa3MeIaeTcs
o6opynosanue UCIIH;

® BHYTPEHHUE HAPYIIUTEIU — (PU3NUECKHUE NI, UMEIOIIHE TPaBO MPEObIBAHUS

Ha TEPPUTOPUU KOHTPOJIMPYEMOU 30HBI, B MpeAeiaax KOTOPON pa3MelaeTcs
o6opynosanue UCII/H.

Knaccudukanusa napymureneil npeacrasieHa B Mojenu yrpo3 0€30macHOCTH
MEePCOHAIBHBIX TaHHBIX Kaxaou MCIT/H.
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10. Moaeanb yrpo3 6e30nacHocTH

Jnsa UCII[IH WKOJIBI BBIACISIIOTCA CIEAYIOIIME OCHOBHBIE KATETOPUU YIpo3
0€30MacHOCTH MEePCOHANIBHBIX JIAHHBIX:

1) Yrpo3bl OT yTEUYKH 10 TEXHHUECKUM KaHaJlaM.

2) Yrpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYIA K HH(GOPMAIIHH:

- Yrpo3sl YHWUYTOXKEHHUs, XulleHus anmnapatHeix cpencts HWCII/Ix
HOcHUTeNel nHpopmaruu mytem Guzndeckoro moctymna k amementam UCIIH.

- YTpo3bl  XWINCHWS, HECAHKIMOHHUPOBAHHOW MOAU(UKAIIUU WU
OmoKupoBaHus HH(GOPMALIUK 33 CYET HecaHKIMoHupoBanHoro noctyna (HCH) ¢
MIPUMEHEHUEM ITPOTrPpaMMHO-ANMNAPATHBIX U MPOTPAMMHBIX CPEJCTB (B TOM UHUCIIC
MIPOrpaMMHO-MAaTEMaTHYECKUX BO3/IEUCTBUN).

- Yrpo3bl HE NMPEeIHAMEPECHHBIX ACHCTBUU MOJIb30BATENICH U HAPYIICHUHN
oe3omnacHoctr ¢pynknuonupobanus MCIT/In u C3I1/IH B ee cocTaBe u3-3a cO0eB
B MPOTPAaMMHOM OOECIICYEHHH, a TakXKe OT yIpo3 HEAHTPONOTeHHOTo (cOOoeB
anmapaTypbl HU3-3a HEHAJIKHOCTH JJIEMEHTOB, COOEB »JJIEKTPONHUTAHHS) U
CTUXHMIHOTO (yIapOB MOJIHUM, TTOKapOB, HABOJAHEHUI U T.I1.) XapakTepa.

- YIpo3bl IpeIHAMEPEHHBIX IEVCTBUN BHYTPEHHUX HAPYLIUTEIICH.

- YIpo3bl HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA 110 KaHAJIaM CBSI3U.
Onucanue yrpo3, BEPOSTHOCTh MX pEAIHU3aLUH, OMACHOCTh U aKTyaJlbHOCTH

npeacTaBieHsl B Mojenn yrpo3 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX Kaxaou
NCII/H.
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11. Mexanu3sm peanunzanun Konuenuuu

Peaﬂmauml KOHHGHHI/II/I AOJIDKHA OCYIICCTBJIIATBHCSA Ha OCHOBC IICPCIICKTUBHBIX
IIporpaMm 4 1IaHOB, KOTOPBIC COCTABJIAOTCA HA OCHOBAHHWH U BO UCIIOJIHCHHC!

dbenepaabHbIX 3aKOHOB B oOylacT  oOecrieueHuss HMHQPOPMAIMOHHOMN
0€30MMacCHOCTH U 3alUTHl UHPOPMAIUH;

noctanossieHn IpaBurensctBa Poccuiickon @enepanuu;

PYKOBOJAIIMX, OPTraHU3alMOHHO-PACTIOPSIUTEIBHBIX W METOJIUYECKUX
noxkymeHToB ®CTIK Poccuu;

norpebHoctet MCII[lH B cpenctBax oOecreueHuss 0e30MacHOCTU
uH(pOpMaInu.
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12. Oxkupaembliii 3¢ PekT ot peanuzanun Konnenmuu

Peanuzamnusa Konneniun 6e3omacaoctu [1/1a 8 UCITIH mo3BoiwuT:

OLICHUTHh cocTosiHue Oe3omacHoctu uHpopmanuu WCII[AH, BBISIBUTH
UCTOYHUKHU BHYTPEHHUX U BHEIIHUX YIPO3 HH(POPMAIIMOHHOM 6€3011aCHOCTH,
ONpPECNIUTh NPUOPUTETHHIC HAMPABJICHUS MPEAOTBpAIICHUS, OTPAKECHUS U
HEUTpanu3aluuu 3TUX YIpo3;

pa3paboTarh pacnopsiAUTEIbHbIE 1 HOPMATUBHO-METOAUYECKUE TOKYMEHTHI
npumenutenbHo Kk UCI/IH;

nmpoBecTy Kiaccudukaiuo u ceptuduxanuo UCITIH;

POBECTH OPraHU3ALUOHHO-PEKUMHBIE U TEXHUYECKUE MEPOIPUATHS IO
obecrnieuenuto 6e3omnacHoctu [1J1a 8 UCII/IH;

o0ecrneunTh HEOOXOIMMBIN YPOBEHb 0€30MaCHOCTH OOBEKTOB 3AIIUTHI.

Ocy1iecTBI€HNE 3TUX MEPONPHUATHI 00ECTIEUUT CO3IaHUE €IMHOM, LIETIOCTHOM U
CKOOpJIMHUPOBaHHOM cuctembl MHpopmarronnoi 6e3zonacHoctu UCII[H u cosmact
YCIOBUS ISl €€ JaJIbHEUIIETO COBEPIICHCTBOBAHMS.
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13. CnucoK UCIO0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMATHMBHO-TIPABOBBIMU M METOJUYECKHUMH JOKYMEHTaMH, Ha
KOTOpBIX OazupyeTcst HacTosee [lonoxenue sABIsSIOTCS:

1. ®epepanbubiit 3akoH oT 27.07.2006 1. No 152-®3 «O mnepcoHalIbHBIX
naHHbeIX» (nanee — @3 «O mepcoHANbHBIX JAHHBIX)»), YCTAaHABIMBAIOIIUNA OCHOBHbBIC
OpUHIMIBL U ycioBus obpabotku [1/[H, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTh
YYaCTHUKOB OTHOIICHUH, CBA3aHHBIX C 00padoTkoi [1/1H.

2. «TpebOoBaHus K 3amIUTe MEPCOHATBHBIX JAHHBIX TMPU UX O00pabOTKE B
UH()OPMAITMOHHBIX cucremax MEePCOHATBHBIX JTAHHBIX», YTBEPKIECHHOE
[ToctanoBnennem IlpaButensctBa PO ot 01.11.2012 r. Ne 1119.

3. «llonmoxxenne 00 0COOEHHOCTSAX O0OpaOOTKH TEPCOHANBHBIX JIaHHBIX,
OCYLIECTBJIsIEMONl 0€3 HCIOIb30BaHUS CPEACTB ABTOMATH3ALUW», YTBEPKICHHOE
[Tocranosnenunem IIpaBurensctBa PO ot 15.09.2008 1. Ne 687.

4. «TpeboBaHMs K MAaTEpUATIHLHBIM HOCUTENISIM OMOMETPUUECKHUX TIEPCOHATBHBIX
JAHHBIX W TEXHOJOTHUSAM XpaHEHUs TaKUX JaHHBIX BHE HMH(POPMAIMOHHBIX CHUCTEM
NEPCOHAIBHBIX JAaHHBIX», yTBepxkAeHHbIE [locTtaHoBneHuem IlpaBurensctBa PO ot
06.07.2008 r. Ne 512.

HopmatuBHO-MeTOMUEeCKHE  JTOKyMEHTh — DepepanbHOM  CIOyKObI  TIO
TEXHUYECKOMY U IKCIepTHOMY KOoHTpoJito Poccuiickoit @enepanuu (ganee - ®CTIK
Poccun) no obecneuenuro 6e3onacuoctu [1J{n npu ux odpadotke B UCITIH:

5. PexoMenpanuu no obecrieueHno 0€30MacHOCTH MEPCOHAIBHBIX TAHHBIX MPU
ux o0paboTke B MH(OPMAIMOHHBIX CUCTEMaX NEPCOHANBHBIX JAHHBIX, YTB. 3aM.
nupektopa PCTIOK Poccun 15.02.08 r. (JACII)

6. OCHOBHBIC MEPOIPHUATHS MO OPTaHU3AIUN W TEXHUYECKOMY 00ECIICUCHUIO
0e30MacHOCTH MEpPCOHAIBHBIX JaHHBIX, O0OpadaThIBa€MbIX B HMH(POPMALMOHHBIX
CUCTEeMax MEePCOHANBHBIX JaHHBIX, YTB. 3aM. nupekrtopa ®CTIK Poccum 15.02.08 .
(ACLI)

7. ba3zoBas Mojenb yrpo3 O€30MAaCHOCTH TEPCOHANBHBIX JAHHBIX TIPH HUX
o0paboTke B HH(POPMAIMOHHBIX CHUCTEMax TMEPCOHANBHBIX JIaHHBIX, YTB. 3aMm.
nupektopa PCTIK Poccun 15.02.08 r. (JACII)

8. Meroauka ompeneneHrs aKTyalbHBIX YIpo3 0€30MacCHOCTH MEePCOHATBHBIX
JAHHBIX TIPH UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JTaHHBIX,
y1B. 3aM. qupekropa PCTIK Poccun 15.02.08 r. (ICII)
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