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OINIPEJAEJIEHUSA

B HacrosimieM [IOKYMEHTE MCIOJIB3YIOTCS CIHEAYIOIIME TEPMUHBI U HX
ONpEICIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMAa— CHCTEMa, COCTOSINAS W3 IMEPCOHANIA U
KOMIUIEKCA CPEACTB  aBTOMATH3alMUd €ro  JACATEIbHOCTH, pEAIA3yHoLIas
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX (QYHKIIUH.

AyTeHTH(UKALHUA OTIPABUTEINA AAHHBIX— NOATBEPKICHUE TOIrO, 4YTO
OTHPABUTEND ITOIYYEHHBIX JAHHBIX COOTBETCTBYET 3a5BJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX [JTaHHBIX— COCTOSHHME 3allMIIEHHOCTH
NEPCOHANBHBIX JaHHBIX, XapaKTePU3yeMOe CIOCOOHOCTBHIO TMOJb30BATEINEH,
TEXHUYECKUX  CPEeICTB M  MH(MOPMALMOHHBIX  TEXHOJOTHH  00ecrneduThb
KOH(HIEHIIMATbHOCTh, LEIOCTHOCTh U JTIOCTYIMHOCTbh MEPCOHANBHBIX AAHHBIX MPHU
ux 00paboTKe B MH(OPMALIMOHHBIX CUCTEMAX MEPCOHANIbHBIX JaHHBIX.

buomMerpuyeckue mnepcoHaJbHbIE JaHHbIe— CBEICHHs, KOTOPBIC
XapaKTEepU3yIOT (PU3NOJIOTUYECKUE OCOOCHHOCTH YE€JIOBEKa U Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUThH €r0 JIMYHOCTb, BKJIOYass (oTorpaduu, OTHEYaTKU MaJbIEB,
o0pa3 ceTyaTKu TIJ1a3a, OCOOEHHOCTH CTPOEHHUS Tela MU JPYrylo MOJ0OHYIO
uHdOpMaIHIO.

BbJiioxknpoBaHue nNepcoHAJBHBIX JAHHBIX— BPEMEHHOE IIpeKpalieHue coopa,
CHUCTEMATU3aLNH, HAKOIJICHHUsI, HCII0JIb30BAaHMs, pACIIPOCTPAHEHHS], IEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEpeIayn.

Bupyc (koMIbHOTEpHbIA, IPOrPAMMHBbIN)— UCIIOIHSAEMbBIA IPOTPAMMHBIN
KOJl WIM HHTEPHPETHUPYEMbId HA0Op HWHCTPYKIMM, 00JaJarouidii CBOWCTBaAMU
HECAHKIMOHUPOBAHHOTO PACIpPOCTPAHEHUS U caMOBocIpou3BeacHus. Co31aHHbIE
nyOnuKaThl KOMITBIOTEPHOTO BHpyca HE BCErJa COBIMNAJAIOT C OPUTMHAIOM, HO
COXPAaHSIOT COCOOHOCTb K JaJIbHEUIIEMY pacrpoCTpaHEHUIO 17§
CaMOBOCIIPOU3BEICHUIO.

Bpenonocnas  mporpamMma—  InporpaMmma, — IpeJHa3sHadyeHHas  JUIA
OCYLIECTBJIEHUSI HECAaHKIIMOHMPOBAHHOIO JOCTyna M (WJIM) BO3JECHCTBUS Ha
NEPCOHAJIbHBIE JJAHHBIE WM PECYpChl MHPOPMALIMOHHON CHUCTEMBI MEPCOHATBHBIX
JTaHHBIX.

BcenomorareabHble TeXHHMYECKHE CPEACTBA M CHCTEMbI— TEXHUYECKHE
CpEIICTBA U CUCTEMBbI, HE Mpe/IHa3HAUYCHHbIE JJI Nepeaadyn, 00pabOTKU U XpaHEHUS
MIEPCOHAIBHBIX  JIaHHBIX, YCTAHABIIMBAEMBIE COBMECTHO C TEXHUYECKUMU
CpEeICTBAMH M CHUCTEMaMHM, MpeAHA3HAYEHHBIMHU JIJIsi 0OpabOTKH IMEepCOHAIbHbBIX
JTAHHBIX WIH B TOMEIICHUSIX, B KOTOPBIX YCTAHOBJIEHBI HH()OPMALIMOHHBIE CUCTEMBI
MIEPCOHAJIBHBIX TAHHBIX.

Joctyn B oOmepamuoHHYKW cpeay KomMnblTepa (MHGOPMAIMOHHOM
CHCTEMbl MNEPCOHAJIBLHBIX JAAHHBIX)— IIOJy4YEHHE BO3MOXKHOCTM 3allyCKa Ha
BBIMIOJIHEHUE ILUTATHBIX KOMaH[A, (PyHKUMHA, MpOLEAYp ONEpPAlMOHHON CHUCTEMBbI
(YHUYTOXKEHHSI, KOMUPOBAHHWS, MEpEMEUICHUs U T.M.), HCIOJHIEMbIX (DaiioB
MPUKJIAJHBIX TPOTPAMM.

Joctyn k uHopMauMu— BO3MOXXHOCTh MOJy4YeHUs HH(OpMALUU U €€
VCIIOJIb30BaHUS.
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3ak/aan04HOe YCTPOMCTBO— »JJIEMEHT CpeAcTBa cheMa HH(popmanmu,
CKPBITHO BHEPSIEMbIN (3aKJIaJbIBAEMbII WM BHOCHMBIN) B MECTa BO3MOKHOTO
cbema uHpopMaly (B TOM YKCIE B OrpaXIAeHUE, KOHCTPYKIIHIO, 000pyI0BaHUE,
peIMEThl UHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKUE CPEICTBA
U CHCTEeMbI 00pabOTKH MHMOPMALIHH).

3amumaemass uHdpopManusi— uHQOpMAlKA, SBISIOMIASACA MPEIMETOM
COOCTBEHHOCTH U TOJIJICKAIIIAs] 3AIIUTE B COOTBETCTBUU C TPEOOBAHUSMHU IIPABOBBIX
JOKYMEHTOB ~ WUJIM  TpeOOBaHUSIMH,  YCTAHABIMBAEMBIMH  COOCTBEHHUKOM
uHbOpMaIUu.

NnenTtudgukanusi — TMpHUCBOCHHE CYOBbeKTaM M OOBEKTaM JOCTyIa
uaeHtudukatopa M (WIM) CpaBHEHHE TMPEABABIAEMOT0 UACHTU(PUKATOpA C
NepPEeYHEM MPUCBOCHHBIX UICHTU(PUKATOPOB.

NHpopMaTUBHBII CHTHAJ— DJJIEKTPUYECKUE CUTHANBL, aKyCTHYECKHE,
AJIEKTPOMATrHUTHBIE U Apyrue GU3NYECKUe MOoJs, M0 MmapaMeTpaM KOTOPBIX MOXKET
ObITh packpbiTa KOHPUACHIMANbHAS HWH(OpMaIus (MepCOHANbHBIC JTAHHBIC)
oOpabartbiBaemasi B ”HGOPMAIIMIOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnasi cucrema mnepcoHadabHbIX JAaHHbIX (UCIIAH)-
UHPOpMAILlMOHHAs ~ CHUCTEMa,  MPEACTaBIAOIMAs  CcOOOH  COBOKYIHOCTh
MEPCOHANBHBIX  JaHHBIX, COJAEpKalmmxcs B 0a3e JaHHBIX, a TaKxke
UHPOPMAILIMOHHBIX ~TEXHOJIOTMH M  TEXHUYECKUX CPEJCTB, IO3BOJISIOLINX
OCYHIECTBJISTh OOpabOTKYy TaKWX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM
CPEIICTB aBTOMATHU3AI[MU WIH 0€3 UCTI0Ib30BaHUS TAKUX CPEICTB.

NudpopmanuoHHbie TEXHOJOTHM— TIPOIECChI, METOABl TOUCKa, cOopa,
XpaHeHus, 0O0paOOTKH, NPENOCTaBIEHUS, PACIPOCTPAHEHHUS HHPOPMALUU H
CHOCOOBI OCYIIECTBIIEHUS TAKUX MPOLIECCOB U METOOB.

Hcnoab3oBanue nepcoHAJBHBIX JAHHBIX— JCHCTBUA (ONEpaiuu) C
MEPCOHANILHBIMU JITAHHBIMHU, COBEpIIAeMble B IEJSIX NPUHATHS PENICHUN WU
COBEpIICHUSI WHBIX JCHCTBHM, MOPOXKIAIOUINX IOPUAMYECKHE MOCIEACTBUS B
OTHONIIEHUH CyOBEKTa NEPCOHATBHBIX JAHHBIX WM JPYTUX JIAIl JIUOO HWHBIM
o0pa3oM 3aTparuBaroIIuX MpaBa U CBOOOIbI CYOBEKTa MEPCOHAIBHBIX JAHHBIX UM
JIPYTUX JUIL.

HcTounuk yrpo3sl 0e3onacHocTd HHpopManmuu— CyObEKT JOCTYIIA,
MaTepUANTbHBIA OOBEKT WM (PU3UUECKOE SBJIICHHUE, SBIISIFONINECS TPUYUHON
BO3HMKHOBEHUS yrpo3bl 0€30MacCHOCTH UHGOPMALIIH.

Koutpoaupyemass 30Ha— npocTpaHCTBO (TeppuTOpHUs, 3HaHUE, YacTb
3/1aHUs, MTOMEIIEHHE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJIUpPYyeMOe MpeObIBaHUE
MOCTOPOHHUX JIMII, & TAK)KE TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTEePHATBLHBIX
CPEICTB.

KonpuaeHunaabHOCTh NEPCOHAJIBHBIX [aHHBIX— 00s3aTeIbHOE IS
COOJIIO/ICHHUS TIOJIb30BATEIEM WJIM WHBIM TOJYYUBIIAM JOCTYI K TEPCOHAIBHBIM
JaHHBIM JIMIOM TpeOoBaHHE HE JOIMYCKaTh MX pacnpocTpaHeHue Oe3 cornacus
CyOBEeKTa MEePCOHAIBHBIX TAHHBIX WM HAJTMYHSI HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kcereBoit IKpPaAH— JOKAJIBHOE (OJTHOKOMIIOHEHTHOE) 1581051
(GYHKIIMOHATBHO-pACTIpEIeIEHHOEe  MporpamMmMHoe  (NMPOrpaMMHO-annapaTHOE)
CpenCcTBO (KOMIUIEKC), peau3yroiiee KOHTPOJIb 3a HHPOpMaIUel, TOCTYIAIOIICH B
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WHOOPMAITMOHHYIO CUCTEMY TIEPCOHATBHBIX NAaHHBIX W (WJIH) BBIXOMSAIICH W3
UH(OPMAITMOHHON CUCTEMBI.

Hapymurenn 06e301aCHOCTH NEPCOHATBbHBIX JaHHBIX— (QHU3UUECKOE JIUIIO,
CIIy4yallHO WJIH NPEAHAMEPEHHO COBEPIIAIONIEE EUCTBUA, CIEACTBUEM KOTOPBIX
ABJIIETCS] HapylIeHHue Oe30MacHOCTU MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe
TEXHUYECKUMU CpEJACTBaMU B HWH(MOPMAIMOHHBIX CHUCTEMax MEpPCOHAIBHBIX
JTAHHBIX.

HeaBromaTusupoBanHassi  o0pa0oTKa  NEPCOHAJBHBLIX  JAHHBIX—
00paboTKa MepCOHANBHBIX TaHHBIX, COACPKAIINXCS B MHPOPMAIIMOHHON CHCTEME
MEPCOHANBHBIX JaHHBIX JUOO W3BJIICUEHHBIX M3 TAKOW CHCTEMBI, CUYUTACTCS
OCYILECTBIEHHON oe3 UCIIOJIb30BaHUs CpPEeACTB aBTOMAaTHU3alUU
(HEaBTOMATU3UPOBAHHOMW ), €CIIM TaKUe JECUCTBUS C MEPCOHATIBHBIMU TAHHBIMU, KaK
WCIIOJIB30BaHUE, YTOYHEHUE, DPACHPOCTPAHCHHUE, YHUUYTOKEHUE TMEPCOHAIBHBIX
JAHHBIX B OTHOIIEHWU KaXKJIOTO M3 CYOBEKTOB IMEPCOHAIBHBIX JAHHBIX,
OCYILECTBIISIFOTCS] IPU HEMOCPEICTBEHHOM YYaCTUHU YEIOBEKA.

HenexkiapupoBanHble BO3MOKHOCTH— (DYHKIIMOHAIbHBIE BO3MOXKHOCTH
CPEACTB BBIYUCIUTEIBHON TEXHUKH, HE OIKMCAHHBIE WJIM HE COOTBETCTBYIOIIHE
OMMCAaHHBIM B JIOKYMEHTAllMd, TPU HCIOJIb30BAHUUA KOTOPBIX BO3MOXKHO
HapylieHue  KOH(PHUICHIMAIbHOCTH,  JOCTYMHOCTH WU  UEJIOCTHOCTHU
oOpabartbiBaeMoi HH(MOpMAIUH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKIUOHUPOBAHHBIC EHCTBUSA)—
JI0CTyn K UHGOpPMAIMU WIA JEUCTBUA ¢ MH(OpMalKell, HapylIalnue MpaBuiia
pasrpaHUueHUsl JOCTYIAa C UCTIOIb30BAaHUEM IITATHBIX CPECTB, MPEIOCTABIISIEMBIX
WH(POPMAITMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX JIAaHHBIX.

Hocureans undopmanuu— Guzndeckoe JUI0 UKW MaTEepUATbHBIN OOBEKT, B
TOM yucie (pU3nYecKoe nojie, B KOTOpoM HHQPOpMAIIUs HAXOAUT CBOE OTPAKECHUE B
BUJIC CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX pEIICHUH U TPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKUX BEITUYNH.

O0e3IMYnBaHue MEPCOHANBbHBIX JAHHBIX— [ICHCTBUS, B pE3yJbTaTe
KOTOPBIX HEBO3MOXHO OIPEIEIUTh MNPUHAMICKHOCTh MMEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX JAaHHBIX.

OO0pabdoTka mNepPCOHANBHBIX JaHHBIX— JCHcTBuUs  (omepanuu) C
MEePCOHANLHBIMU JTAaHHBIMU, BKJIOYass CcOOp, CHCTEMaTH3allUi0, HAKOIUICHUE,
XpaHEHHne, YTOUYHEHHUE (oOHOBIIEHHE, U3MEHEHUE), UCIIOJIb30BaHUE,
pacnpocTpaHeHue (B TOM 4Yucle Tepenady), oOe3audyuBaHue, OJOKUPOBAHMUE,
YHUYTOXXEHUE TIEPCOHATBHBIX JJAHHBIX.

OO0menocTynHbie TMNEPCOHAJIbHbIE [aHHbIe— TIEPCOHAIIBHBIE JaHHBIC,
JIOCTYNl HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPHIM TMPEIOCTaBJIICH C CcOrjacus
CyObeKTa TMEepCOHAJIBHBIX JaHHBIX WJIA Ha KOTOPble B COOTBETCTBUHM C
dbenepalbHBIMU  3aKOHAMU HE PaCHpOCTpaHSETCs TpeOOBaHUE COOJIIONCHHUS
KOH(HICHIIMATHEHOCTH.

Ioab3oBatear HUCIIAn —dusnueckoe IO, OpraHusyomiee u (WUin)
OCYIIECTBIISIONEE 00pabOTKy MEPCOHANBHBIX JAaHHBIX, a TAKXKE OINPEACIISIONINE
IIEJIN U CofIepKaHne 00pabOTKH NEPCOHATBHBIX JaHHBIX.
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TexHuyeckue cpeacrsa HHPOPMALMOHHON CHCTEMbI NEPCOHAIbHBIX
JTAHHBIX— cpelcTBa BBIYHMCIIUTEIHHOM TEXHUKH, uH(pOpMaIMOHHO-
BBIYHCIIUTENbHBIE KOMIUIEKCHI U CETH, CPEICTBA U CUCTEMBI NIepenayu, mpruemMa u
oopabotku IIJIH (cpemctBa ©  CcHCTEMBl 3BYKO3aIllMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BEICHUSI, IEPETOBOPHBIC U TEIEBU3UOHHBIE YCTPOIMCTBA, CPEACTBA
U3TOTOBJICHUSI, TUPAKUPOBAHUSL JTOKYMEHTOB M JpYyrHe TEXHUYECKHUE CPEJICTBA
00paboTKu peueBoil, rpaduuecKoi, BUIe0- U OyKBEHHO-ITU(POBON MH(GOPMALIUH),
IPOrpaMMHBIE CPEACTBA (OMEPAMOHHBIE CUCTEMBI, CUCTEMBI YIpaBJICHHs Oa3zaMu
JaHHBIX ®  T.JI.), CpEICTBAa 3alIUThl HMHPOpMAIUU, TMPUMEHSIEMbIE B
UH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MH(oOpManuM)— HENPaBOMEPHOE MOJIy4YeHHE HHGPOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CpEICTBa, OCYIIECTBISIONIEIO OOHapyKEHHUE,
npueM 1 00paboTKy HHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble fmaHHble— 100asgs uHGOpMaLus, OTHOCAMIAsACA K
ONpPENEICHHOMY WJIH ONPENEIIEeMOMY Ha OCHOBAaHMM TakoW WH(pOpMaLuu
busnueckomy iy (CyObeKTy NepCOHATBHBIX JIAaHHBIX ), B TOM YHUCJIE ero (haMuus,
UMs1, OTYECTBO, F'OJI, MECSIL], 1aTa U MECTO POKJICHHUS, AIpeC, CEMENHOE, COLIMAIIBHOE,
UMYILECTBEHHOE IIOJIOKEHUE, 00pa3oBaHue, Mpodeccus, AOXOAbl, JApyras
uHbopmarus.

ITo0ouHnEbIE 3J1eKTPOMATHUTHbIE U3J1yYeHust U HABOJKH—
AIIEKTPOMATrHUTHBIE H3JIyYEHHUS TEXHHMUYECKHX CPEACTB OOpabOTKM 3alMIlaeMoi
uH(poOpMalMy, BO3HUKAIONIME KaK IOOOYHOE  SBJICHUE W  BBI3BAHHBIE
AIIEKTPUYECKUMH CUTHAJIAMU, JEHCTBYIOMKUMHU B MX JIEKTPUUECKUX U MAarHUTHBIX
HEMIX, a TAKKE IEKTPOMArHUTHBIE HABOJKH ATHX CUTHAJIOB HAa TOKOIIPOBOSIINE
JMHUY, KOHCTPYKIIMH W [ICTIH TUTAHUS.

IMosmTHKA «4MCTOTO CTOJIA»— KOMITJIEKC OPTaHU3AIIMOHHBIX MEPOTPHUSIITHIA,
KOHTPOJIUPYIOIINX OTCYTCTBHE 3allMChIBaHMsI Ha OyMa)KHbI€ HOCUTENHU KItouel u
aTpuOyTOB JIOCTYMA (MapoJieit) U XpaHeHHUsl X BOJIM3U 00BEKTOB JOCTYIIA.

IHoab3oBaresb MHPOPMALMOHHOM CHCTEMbI NMEPCOHAIBHBIX JAHHBIX—
JMIO, Yy4yacTBywomiee B (QYHKUMOHUPOBAHUM HWH(GOPMALMOHHONM  CHUCTEMBI
NEPCOHAIBHBIX JaHHBIX UM UCTIONb3YIOIIEE PE3YIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IlpaBuna  pa3rpaHuveHusi  JOCTyNa—  COBOKYIHOCTh  IpaBWI,
perJaMeHTHPYIOIIUX MpaBa JOCTyNa CyObEKTOB AOCTYIa K 00bEKTaM JOCTYTIA.

IIporpammuas 3akj1agKa— KoJl MpOrpaMMbl, IPeIHAMEPEHHO BHECEHHBIN B
pOrpamMmy C LENbI0 OCYIECTBUTh YTEUKY, U3MEHUTb, OJIOKUPOBATh, YHUUTOXKHUTh
UHPOPMAITMIO WIIM YHUYTOXHUTh U MOAU(DUIIMPOBATH MPOTpaMMHOE OOecriedeHHe
WH()OPMAIMOHHOW CHCTEMbl TMEPCOHAIBHBIX JAHHbIX W (WiK) OJOKUPOBATh
anmnapaTHble CpPe/ICTBa.

IIporpammHuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/IeliCTBHE—
HECaHKIIMOHUPOBAaHHOE  BO3JCHCTBHE Ha  pecypchl  aBTOMAaTU3UPOBAHHOMN
UH(GOPMAIIMOHHON CHCTEMBI, OCYIIECTBIIIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX
IPOrPaMM.

PackpbiTHe MNEPCOHANBHBIX [JAHHBIX— YMBIIUICHHOE WK CiIy4dailHOe
HapylIeHne KOH(PUICHIIMATFHOCTY EPCOHAIBHBIX JaHHbBIX.
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PacnpocTpanenne nepcoHaNbHBIX JAHHBIX— JICHCTBHS, HAIIPABJICHHBIE HA
nepefadyy MepCOHAIBHBIX JAHHBIX OINPEACICHHOMY Kpyry Jull (mepeaada
NEPCOHANIBHBIX JAHHBIX) WIM Ha O3HAKOMJICHHE C TEPCOHAIbHBIMU JaHHBIMU
HEOTPAaHUYEHHOTO KpyTa JIUII, B TOM YUCJIe 0OHAPOI0BAHKE NTEPCOHATIBHBIX JaHHBIX
B CpeAcTBaX MaccoBOoM uHGOpMaIMK, pa3MelleHne B HWHOOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WM MPEJOCTABICHUE NOCTyNa K MNEPCOHAIBHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CIIOCOOOM.

Pecypc nungopmManuoHHOM CHCTEMbI— UIMEHOBAHHBIN JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmnapaTHoro o0ecrnieueHus (YHKIIMOHUPOBAHUS
UHGOPMAITMOHHON CHCTEMBI.

CnenuajibHble KATErOPMH IEPCOHAJBHBIX JAHHBIX— IIE€PCOHAJIbHBIC
JTaHHBIE, KACAIOIIMECS PACOBOW, HAIMOHAIIBHON MPUHAJIEKHOCTH, MOJIUTUYECKUX
B3IJISIJI0B, PEIUTHO3HBIX WIH (PUIOCOPCKUX YOEKIEHUM, COCTOSHUS 310POBbS U
WHTUMHOM KM3HU CyOBEKTa MePCOHANBHBIX TaHHBIX.

CpeacrBa BBIYMCIHMTEJIbHON TEXHHKH— COBOKYITHOCTH IPOIPAMMHBIX U
TEXHUYECKUX  DJIEMEHTOB  CUCTEM  OOpaOOTKM  JaHHBIX,  CIOCOOHBIX
(YHKIIMOHHPOBATh CAMOCTOSITENILHO W B COCTABE JPYTUX CUCTEM.

Cy0bekT aocryna (cy0ObeKT)— JMIO WIM MPOLECC, JCUCTBUS KOTOPOTO
periIaMeHTUPYIOTCS MpaBUJIaMU Pa3rPaHUYEHHUS TOCTYIIA.

TexHnyeckuil KaHaJ yYTe4YKH HMHGpOPMalUM— COBOKYITHOCTbH HOCHUTEJ
uHpopmarmu  (cpeactBa 00paOOTKH), (U3UYECKOM Cpefbl PacIpoCTpaHEHUS
MH()OPMATUBHOTO CHUTHAajJda W CPEACTB, KOTOPBIMU JOOBIBaeTCA 3aluilaemas
uH(popmarus.

TpancrpannyHasi mnepejgadya NepPCOHAJBHBIX JAHHBIX— [epegaya
nepcoHaIbHbIX AaHHbIX nonb3oBarenem MCII/{x uepes ['ocynapcTBEHHYI0 rpaHUIly
Poccuiickoii denepaiiiy opraHy BIaCTH HHOCTPAHHOTO roCcyAapcTBa, PU3HIECKOMY
WIM FOPUIMYECKOMY JIMIY HHOCTPAaHHOI'O TOCYAapCTBa.

Yrpo3bl 0€301aCHOCTH NMEPCOHAIBHBIX JAHHBIX— COBOKYITHOCTD YCJIIOBHI
U (aKkTOpOB, CO3JAIOUIMX ONACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIE
CIIy4ailHOro, JOCTYIla K NEPCOHAIBHBIM JIaHHBIM, PE3YyJbTaTOM KOTOPOTO MOXKET
CTaTh YHUUTO)KEHUE, U3MEHEHUE, OJIOKUPOBaHUE, KOMIMPOBAHKE, PACIIPOCTPAHEHHUE
MEPCOHAIBHBIX JAHHBIX, a TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX JECUCTBUN MPU UX
00paboTke B MHGOOPMAIIMOHHON CHCTEME TICPCOHANBHBIX JTaHHBIX.

YHUUYTONKEHNEe MePCOHATBbHBIX JAHHbIX— JCHCTBUS, B PE3YJIbTATE KOTOPBIX
HEBO3MOXKHO  BOCCTAHOBUTH  COJIEp)KaHWE  MEPCOHAIBHBIX  JaHHBIX B
MH(OPMAIMOHHOW CHUCTEME NMEPCOHANBHBIX JAHHBIX WM B PE3yJIbTaTe KOTOPBIX
YHUUTOXAIOTCS MaTepuaIbHble HOCUTEIN NePCOHATBHBIX JaHHBIX.

Yreuka (3amuuiaeMoi) MHGOPMALMH MO0 TEXHUYECKHM KaHAJIaAM—
HEKOHTPOJMPYEMOE PACIPOCTPAHEHHE HH(OpPMALMU OT HOCHUTEINS 3allldIlaeMOi
uHdpopmaruu  4epe3  (PUIMUECKYI0 Cpeay [0 TEXHHYECKOrO0  CpeJCTBa,
OCYILECTBIISIOUIETO NepexBaT HH(pOpMaLIHU.

Ysa3BuMocTb— €1a00OCTh B CPEACTBAX 3aIIUThI, KOTOPYIO MOXKHO
UCIIOJIb30BAaTh JJIsl HAPYIIEHUS CUCTEMbBI WM COZIeprKalleiics B Heil nHopmanuu.

HenocTHOCT, HH(OPMAUMU— CIOCOOHOCTH CPEIACTBA BBIYHCIUTEIHLHOM
TEXHUKH WM aBTOMATHU3MPOBAHHOM CHUCTEMBbI OOECHeurnBaTh HEM3MEHHOCTD
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uHQOpMAIIMU B YCJIOBHUSX CIYy4ailHOTO W/WIM TPEIHAMEPEHHOTO HCKAKCHUS
(pazpyiieHus).
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OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTUBHUpYCHBIE CpEJICTBA

APM — aBTOMaTH3UpPOBAaHHOE PabOYEe MECTO

BTCC — BcriomoraresbHble TEXHIYECKUE CPENCTBA U CHCTEMBI
NCII 1 — uadopMaiioHHas cucTeMa MepcoHaIbHbIX TAHHBIX
K3 — xoHTpOonmmpyemas 30Ha

JIBC — nokanbHast BBIMUCIUTEIbHAS CETh

MD — mexkceTeBor IKpaH

HC/I — HeCaHKIMOHMPOBAaHHBIN JIOCTYTI

OC — oniepaniioHHas: cucTeMa

IT/TH — nepcoHanbHbIE TaHHbIE

IIMB — nporpamMMHO-MaTeMaTUYECKOE BO3IECHCTBUE

I1O — nporpamMmmHOE obecrieueHue

[IBDMUH — nobouHbIe 3JEKTPOMArHUTHBIC U3Ty4YEHHUS U HABOJIKU
CA3 — cucrema aHanm3a 3alIUIICHHOCTH

C3U — cpencTsa 3ainThl HHPOPMALIMH

C3I1dx— cuctema (mmoacucTema) 3alIUThl IEPCOHATBHBIX JaHHBIX
COB - cucrema o6HapyKeHUSI BTOP>KEHUN

TKYU — texunueckre kaHaibl yTeUKd HHPOPMaLU

VYBI1/Ia— yrpo3b1 0€30MacHOCTH NEPCOHATBHBIX TAHHBIX
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BBEJAEHUE

Hacrosimas Ilonutuka wHGOpMAMOHHON 0€30MaCHOCTH  MYHMIIMIAIBHOTO
OIO/PKETHOTO  00111€00pa30BaTEIbHOTO  YUPEKICHUS r. AcTpaxaHu
«COILINe30»(nanee — mkosia) siBasieTcss 0QUIUATBLHBIM JIOKYMEHTOM.

[Tonutrka pazpadboTaHa B COOTBETCTBUU C LEJISIMU, 3a/1a4aMU U PUHIIUITAMU
oOecrieueHus: 6€30MaCHOCTH MEPCOHANIBHBIX JAHHBIX U3JI0KEHHbIX B KoHuenmuu
uHpopMmarmonnon 6e3onacHoctu UCI/] mxosi.

[Tonmutuka pa3paboTaHa B COOTBETCTBUHU C TpeboBaHuaMHu DeneparbHOTO
3akoHa ot 27 wutons 2006 1. Ne 152-®3 «O mnepcoHaJbHBIX JaHHBIX» U
noctanoByieHus I[IpaBurensctBa Poccuiickoit @enepanun ot 11 HOs10pst 2007 r.
Ne 781 «OO6 yrBepxnenun Ilonoxkenus o0 oOecriedeHun 0€30MaCHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HUH(OPMAIIMOHHBIX CHUCTEMax
IIEPCOHAIIBHBIX JaHHBIX», HA OCHOBAaHUU:

o «Pexomennanuii mo odecnevyeHno 6€30MacCHOCTH EPCOHATBHBIX JaHHBIX
npu ux 00paboTKe B HMH(POPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX
JAHHBIX», YTBEpKJIeHHBIX 3aMectutenem aupekropa @CTIK Poccun ot
15.02.2008 r.;

o «TunoBbix TpeOOBaHMI 1O  OpraHU3allMKM U  OOECHEYEHUIO
(GYyHKUIMOHUPOBaHUS MWHU(POBAIBHBIX (KPUNTOIPa(QUUECKUX) CPEICTB,
NpeJHAa3HAYCHHBIX JUJIS  3alllUThl  HUH(pOpMAIUU, HE COoAepKalleu
CBEJICHUM, COCTABJLIIOLIMX TOCYJapCTBEHHYIO TaliHy B Cllydae W3
UCIIOJIb30BaHUs JJis o0ecneueHns 0€301MacHOCTH MEPCOHATBHBIX TaHHBIX
npu ux o0paboTke B HMHGOPMAIIMOHHBIX CHUCTEMax IMEPCOHAIBHBIX
JTAHHBIX», YTBepkIeHHbIX pykoBojacTBoM & Ilentpa ®CH Poccun
21.02.2008 . Ne 149/6/6-662.

B Tlomutuke ompenenensl TpeboBanus k mnepconany WCIIJIH, cremneHb
OTBETCTBEHHOCTH  IE€pCOHAaja, CTPYKTypa M  HEOOXOAMMBIA  ypOBEHb
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHbIE  OOS3aHHOCTH  COTPYAHHKOB,
OTBETCTBEHHBIX 32 oOecreyeHrne 0e30MacHOCTH MepcoHanbHbIX AaHHbIX B UCII/IH
IIKOJIBI.
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1. O0mmue moJs10KeHUA

Lensto Hactrosmed [lonutuku sBisiercss oOecrieueHue O€30MaCHOCTH
OOBEKTOB 3allMTHI IIKOJBI OT BCEX BHJIOB YIpO3, BHEIIHUX U BHYTPECHHHX,
YMBIIUIEHHBIX W HENpeJHAMEPEHHBIX, MUHUMU3ALMS yliepda OT BO3MOXHOU
peanuzaiuu yrpo3 6ezomacHoctu [11u (YBII/IH).

be3onacHOCTh NEPCOHANBHBIX JTAHHBIX JOCTUTAETCS ITYTEM HCKIIFOUEHUS
HECAHKI[IMOHUPOBAHHOI'O0, B TOM YHCJI€ CIYyYalHOTO, JIOCTYINA K IMEPCOHAIbHBIM
JAaHHBIM, PE3YJbTATOM KOTOPOTO MOXKET CTaTh YHUYTOXXEHHUE, HW3MEHECHMUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHECHHUE TTEPCOHATBHBIX JAaHHBIX, a TaKKe
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Nudopmarus u cBsI3aHHBIE C HEW pecypchl AOHKHBI OBITH JTOCTYITHBI IS
ABTOPHU30BAHHBIX IOJb30BaTeNel. JIOMKHO OCYIIECTBISITECS CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BI1/]H.

JIOMKHO ~ OCYLIECTBIIAITBCS  NPENOTBPALLICHUE NPEAHAMEPEHHBIX  WIIA
CIIyYailHBIX, YACTUYHBIX WJIM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUGUKAIIMI WITH
YHUAUYTOXKECHUS TaHHBIX.

CocraB 00BEKTOB 3allIUTHI MIpecTaBieH B [lepedyHe nepcoHambHbIX JaHHBIX,
MOJIEKAIUX 3ALUTE.

Cocras UCIT/IH, noanexamux 3amure, npeacrasieH B [lepeuens NCII/H.
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2. O0aacTh aeiicTBud

TpeGoBanus Hactosimiei [lonmuTUkM  pacmpocTpaHsilOTCS Ha  BceX
COTPYIHUKOB MYHUIIUTIATBHOTO OIOHKETHOTO 0011e00pa30BaTEIHLHOTO
yupexaeHus r. Actpaxanu « COIINe30» (mratHbIX, BpeMEHHBIX, paOOTAIOMIUX 110
KOHTPAKTy U T.I1.), a TAK)KE BCEX MPOUMUX JIUIL (OAPSTUUKHI, Ay TUTOPHI U T.11.).
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3. Cucrema 3alUTBI NI€PCOHAJIBbHBIX JAHHBIX

Cucrema 3amuthl nepcoHanbHbIX gaHHbiX (C3II[dH), cTtpouTcs Ha
OCHOBAHUU:
e [lepeuHst NEPCOHAIBHBIX JAHHBIX, MOJIEKAIIUX 3AIIUTE;
e Akta knaccupukaru WHOOPMAIIMOHHOW CHCTEMBI TEPCOHATBHBIX
JTaHHBIX;

e Mojenu yrpo3 0€30MacHOCTH NEPCOHATBHBIX JJAHHBIX;

o [lonoxeHuss O pa3rpaHUYEHUM TPaB JOCTyMa K oOpabaTbiBaeMbIM
MEPCOHATIBHBIM JaHHBIM;

e Pykoogsuux nokymeHToB @CTIK u ®Ch Poccun.

Ha ocHoBaHuMM 3TUX JOKYMEHTOB ONpEACNSIETCS HEOOXOAUMBINA YpPOBEHBb
samumeHHocTy [1J1n kax o UCIIIH mkonsl. Ha ocHOBaHMM aHAIM3a aKTyalbHBIX
yrpo3 0e3omacHoctu [1/]H, onrcanHoro B Mozenu yrpo3s, Aejaercs 3aKII04eHHE O
HEOOXOJMMOCTA UCIOJIb30BAaHUSI TEXHUYECKHX CPEJICTB W OpPraHU3allMOHHBIX
MeponpuaTuil s odecriedeHus: 6e3onacuoctu [1/{n. BriOpannbsie He0OX0AUMBbIE
MeponpusaTUus oTpaxkarorcs B [Linane Meponpusatuii mo odecneyeruto 3amutsl [1/1H.

Jnsa xaxmorr MCIIAH mobkeH OBITh COCTaBJIGH CHHCOK HCIIOJIB3YEeMbBIX
TEXHUYECKUX CPEACTB 3alllUThl, a TakXKe MPOrpaMMHOro obecreueHus,
ydactBymomiero B oopabotke [1][H, Ha Bcex anementax UCII/IH:

e APM noap3oBaTenei;

CepBepa NpHIIOKEHNH;

CYBJI;

I'panuna JIBC;

Kananop mepemaun B ceTd OOIIEro MOJib30BaHUS U (WJIM)
MEXIYHapOJIHOro 0OMeHa, eciiu o HuM nepegatorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3ammiieHHOCTH MCII[IH u akTyalbHBIX yrpo3s,
C3IIIH MOKeT BKIIKOYATh CIEAYIOIINE TEXHUUECKHUE CPEICTBA:

® AHTHUBHUPYCHBIE CpeICTBAa g pPabO4YMX CTaHIMN TMOJb30BaTeIei U

CEPBEPOB;

® CpEACTBA MEXKCETEBOI0 IKPAHUPOBAHMUS;

® cpencTBa KpunrTorpaguyeckon 3amuThl WHPOpMAIUU, TPHU Iepenaye

3aIuinaeMoi nHGopMaluK Mo KaHajaaM CBSI3H.

Taxkke B CHOHCOK JOKHBI OBITh BKIIOYEHBI (DYHKIMU  3allIUTHI,
oOecrieunBaeMble INTATHBIMU cpefacTBamMu 00padotku [IJ[H omepannoHHBIMU
cucreMmamu (OC), mnpuknagapiM [0 u  crnenuaabHBIMH  KOMIUIEKCAMH,
peanu3yronmMMu cpencTBa 3amuThl. CIUCOK PYHKITUHN 3alIUTHI MOXKET BKIIFOYATh:

® VIPABJICHHUE U PA3TPAHUYEHUE OCTYIIA NIOJIb30BATEIIEH;

® pErucTpaunuio U yuyert JeMcTBUi ¢ nHpopmauei;

e o0ecreunBaTh IEJIOCTHOCTh TaHHBIX;

® TIPOU3BOAUTH OOHAPYKEHUN BTOPKCHHIA.

Coucok MCHOJIb3yEMBIX CPEACTB JOJKEH MOJJIEPKUBATHCA B aKTyaJlbHOM
coctossHuM. lIpm u3MEHEHMM cCoCTaBa TEXHUYECKHUX CPEACTB 3alllUThl WIIU
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anemenToB MCII/IH, cOOTBeTCTBYyIOIIME W3MEHEHHUS TOJIKHBI OBITh BHECEHBI B
CnHCcOK M yTBEPKIAEHBI JUPEKTOPOM UIKOJIBI WJIA JIMIIOM, OTBETCTBEHHBIM 3a
obecrieueHue 3amuThl I1/]H.
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4. TpedoBanus k nogcucremam C3I11n

C3I1dn BritOYaeT B ce0s CAEAYIOMIUE MOACUCTEMBI:
YIPaBJIEHUS TOCTYIIOM, PETUCTPALIH U YUETA;
oOecrieyeHus EJIOCTHOCTH U IOCTYITHOCTH;
AHTHUBUPYCHOM 3aIlIUTHI;
MEKCETEBOTO SKPAHUPOBAHUS;
aHajau3a 3alUIIEHHOCTH;
oOHapy>KEeHUS BTOPKCHUIA;
KpUNTOTpaduuecKon 3amuThI.
[Moacuctemsr C3II/IH UMEIOT pa3nuyHbIi QYHKIIMOHAT B 3aBUCUMOCTH OT
ypoBHs 3amuineHHoctd WCII[IH, ompenenenHoro B AKTe KiaccupuKanuu
UH(OPMAITMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

4.1 lloacucremMbl ynpaBJieHUsi J0CTYIIOM, PErUCTPALMU U YyYeTa

[Toncucrema ynpaBieHus] JOCTYIIOM, PETUCTPALMM M y4Y€Ta NMpEeAHa3HaYeHa
JUISL peau3aivu ClIeayommuX QyHKIUI:

e uacHTHU(UKAIMK U TPOBEpKa MOJJIMHHOCTU CYOBEKTOB JOCTyna IpHu

Bxozae B UCII/IH;
® uAeHTU(UKAIIMY TEPMUHAIIOB, y3JI0B CETH, KaHAJOB CBS3HM, BHEITHUX
YCTPOMCTB MO JIOTUYECKUM UMEHAM;

® uaeHTU(UKAIIMY TPOrPaMM, TOMOB, KaTajoro, ¢aiioB, 3anucei, moen

3aIlMcei Mo UMEHaM;
® peructpauuy Bxola (BbIXOAAa) CYOBEKTOB JocTyna B cucTeMy (U3
CUCTEMbI), JUOO  PpEerucTpalusi 3arpy3kd ©M  WHHUIHAIU3ALUU
ONIEPAlMOHHOM CHUCTEMBI U €€ OCTAaHOBA.

® pErucTpalud MOMNBITOK AOCTYNAa HPOTrpaMMHBIX CpPEICTB (TIporpamm,
MIPOIICCCOB, 3a/a4, 33JIaHHK ) K 3aIlHUIIaeMbIM (aniaMm;

® pErucTpaluy MOMbITOK JOCTyNa MPOrpaMMHBIX CPEACTB K TEpMHUHAIaM,
KaHajaM CBSI3M, IIporpaMmam, TomaMm, Karajoram, d¢aiiaam, 3amucsm,
IIOJISIM 3aITUCEN.

[ToacucreMa ympaBiaeHUs JOCTYIIOM MOXKET OBbITh pEAIM30BaHA C MOMOIIBIO
MTAaTHBIX cpeacTB 00paboTku [IJIH (omepallMOHHBIX CHUCTEM, MNPUIIOKEHUN U
CYB]). Tak e MOXeT ObITh BHEAPEHO CHEIHATBHOE TEXHUYECKOE CPEICTBO WIIH
WX KOMIUJIEKC OCYIIECTBISIONINE TOTIOTHUTEIBHBIC MEPhI MO ayTeHTU(DHUKAIUU U
KOHTpOJt0. Hampumep, mNpuMeHEHHWE €IMHBIX XPAaHWIWIL YYETHBIX 3anucei
MOJIb30BaTENEH u pPErUCTPalMOHHOMN uHdopManuu, UCIIOJIb30BaHUE
OMOMETPUYECKUX W TEXHHUYECKUX (C TOMOIIBIO AJIEKTPOHHBIX IMPOMYCKOB) MEp
ayTeHTU(UKAIIMHA U TPYTHX.
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4.2 Mloacucrema odecnevyeHus 1EJOCTHOCTH U IOCTYIHOCTH

[Toncucrema obecrnieueHus eTOCTHOCTH U TOCTYIMHOCTH MPEeIHAa3HAuYCHA ISl
oOecrieyeHus: EJOCTHOCTH M AocTynHoCcTH [I/IH, mporpaMMHBIX U ammapaTHbIX
cpenctB MCII/IH mIKOJBI, a TaKXe CPEACTB 3alluThl, MNpPH CIy4YalHOU WA
HaMEepEeHHOW MOoAN(pUKALIUH.

ITogcucrema peanus3yeTcss C TOMOIIBIO  OpPraHU3allid  PE3EPBHOIO
KONUPOBaHUs 00padaThIBAEMBIX JAHHBIX, @ TAKXKE PE3EPBUPOBAHUEM KITFOUEBBIX
anemenToB UCIIJIH.

4.3 IloacucreMa aHTUBUPYCHOM 3aIIUTHI

[TogcucteMa aHTUBHPYCHOM 3alllUThl MpeIHA3HA4YCHaA Il OOecIedeHus
aHTUBUPYCHOM 3ammThl cepBepoB U APM mnonb3oBareneit MCII[IH mIkosbl.
CpencrBa aHTUBHPYCHOM 3alllUTHl MPEAHA3HAYEHBI I PEATU3ALUN CIIETYIOLINUX
byHKIUHI:
® PE3UACHTHBINA AHTUBUPYCHBI MOHUTOPHHT;
® AHTHUBUPYCHOE CKAHUPOBAHUE;
® CKpUIT-OJIOKUPOBAHUE;
® [[CHTPAIN30BAaHHYIO/yIAJICHHYIO YCTaHOBKY/IEUHCTAILISAIUIO
AHTUBUPYCHOIO MPOAYKTA, HACTPOMKY, aIMUHUCTPUPOBAHUE, IIPOCMOTP
OTYETOB M CTATUCTUYECKON MHPOpMAIUU TI0 paboTe MPOAYKTA;

® ABTOMATHM3MPOBAHHOE OOHOBJIECHUE AaHTUBUPYCHBIX 0a3;

® OrpaHUYECHUE NPaB MOJIL30BATENISI HA OCTAHOBKY MCIIOJHAEMBIX 3a7a4 U
M3MEHEHUS HAaCTPOEK aHTUBUPYCHOTO MPOTPAaMMHOTO 00ECTICUCHHUS;

® aBTOMATUYECKHM 3aIyCK Cpasy IMOCIE 3arpy3Ku ONEPALUOHHON CUCTEMBI.

IToncucrema peannu3yeTcs IMyTeM BHEIPEHUS CIIELUAIBHOTO aHTUBUPYCHOTO
nporpaMMHoro ooecreueHust Ha Bce anemeHnTsl MCITIH.

4.4 MloacucremMa MeKCeTeBOr0 IKPAHMPOBAHUS

[Toncucrema MeXCETEBOro0 IKpaHUPOBAHUS NIPEIHA3HAYEHA JIs1 pealn3aliu
CIEYIOIMMNX (PYHKITHN:

e (uIbTpanUu OTKPHITOro U 3amuppoBaHHOro (3akpbiToro) IP-rpaduka mo
CJIEIyIOLUM NTapaMeTpaM;

e (¢ukcaluu BO BHYTPEHHHMX >XypHajaxX HMH()OpPMALHUU O TMPOXOAAIIEM
OTKPBITOM U 3aKkpbiToM IP-Tpaduke;

® uyAeHTU(UKAIMK W ayTeHTU(UKALMIO aJMUHUCTPATOPA MEKCETEBOTO
9KpaHa IpH €ro JOKAIbHBIX 3allpocax Ha JOCTYIL;

® perucrpanuu Bxoja (BbIXOJla) aMUHUCTPATOpa MEKCETEBOTO dKpaHa B
cucTeMy (M3 CUCTEMbl) TUOO 3arpy3Kd M MHUIUAIU3ALMHA CUCTEMBI U €€
IPOrPaMMHOIO OCTaHOBA;

® KOHTPOJIS LIEIOCTHOCTH CBOEH MPOrpaMMHOM U MH(POPMALIMOHHON YacTH;
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e (uibTpalli TMAaKEeTOB CIYXEOHBIX MPOTOKOJOB, CIYXAaIlUX  JJIs
JMArHOCTUKU U YIIpaBlIeHUs1 pabOTOI CETEBBIX YCTPOICTB;

e (uIbTpalMK C YYETOM BXOJHOTO U BBIXOIHOTO CETEBOTO MHTEpPEiica Kak
CPENCTBO MPOBEPKHU MOJJIMHHOCTH CETEBBIX A/IPECOB;

® PErucTpalyy U yyeTa 3alpaliuBacMbIX CEPBUCOB IPUKIATHOTO YPOBHS,

e ONOKMpPOBaHMUS JIOCTyNa HEHACHTU(PUIUPOBAHHOTO OOBEKTAa WIU
CyOBeKTa, MOMJIMHHOCTb KOTOPOrO MpU  ayTeHTU(PUKALMU  HE
IIOJTBEPANIIACH, METOJJAMH, YCTOMYUBBIMH K IIEPEXBATY;

® KOHTPOJS 3a CETEBOM AaKTUBHOCTBIO MNPUIOKEHUH M OOHapyKEHUs
CETEBBIX aTakK.

Ilogcucrema  peanusyeTcs  BHEAPEHHEM  NPOrPaMMHO-AIAPATHBIX

KOMIUIEKCOB MEKCETEBOIO IKpaHnpoBaHus Ha rpanule JIBC, kinaccom He Huxke 4.

4.5 IloacucreMa aHAJIN3a 3aAIIMIIEHHOCTH

[ToacucTema aHanmu3a 3alUMIIEHHOCTH, JOJHKHA 0OECTeUUBATh BBISBICHUS
ySI3BUMOCTEH, cBsi3aHHbIX ¢ ommOkamu B koHurypamuu [10 UCIIAH, koTopsie
MOTYT OBITh UCIIOJIb30BAHBI HAPYIIUTENIEM ISl peajn3allii aTakh Ha CUCTEMY.

@OYHKIIMOHAJ TOJCUCTEMBI MOXKET OBITh pPEaTM30BaH MPOTPAMMHBIMU U
IIPOrPaMMHO-ANIIAPATHBIMU CPEICTBAMU.

4.6 Ioacucrema oOHAPYKeHUsI BTOP KEHMIA

ITogcucrema oOHapyKeHUsI BTOP>KEHUM, JOJKHA 00€CIIEUMBATh BBISIBJICHUE
ceTeBbIX arak Ha 3JieMeHThl MCIIJIH moakimroueHHbIE K CeTIM OOIIEeTo MOIb30BaHHUs
U (WJI1) MEXAYHApOJHOTO OOMEHA.

OYHKIMOHAJT MOJICUCTEMbl MOXET OBITh PEaJM30BaH NPOTPaMMHBIMH U
MpOrpaMMHO-aNIapPaTHBIMU CPEJICTBAMM.

4.7 lloacucreMa KpUNTOrpauuecKoii 3amnThHI

IToacucrema kpunTorpaduueckoi 3amuThl IpeaHA3HAUYCHA JIJI UCKITIOUCHUS
HC/] x 3anmumaemoit madopmaruy B UCITJIH mkossl, pu ee repenadu 1Mo KaHajaM
CBSI3M CETEH OOIIEero MoIbhb30BaHUs U (MIJIN) MEXIYHAPOTHOTO OOMEHA.

[TogcucrtemMa peanusyeTcss BHEIPEHUs] KpUNTOrpa@UuecKUX MTPOrpaMMHO-
amnrapaTHbIX KOMILJIEKCOB.
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5. Ioaw3oBaTean UCIIIn

B Konuenmuu wunopManroHHoi 0€30MacHOCTH ONPEACICHbl OCHOBHBIC
KaTeropuu TMojib3oBaTeiaeld. Ha ocHOBaHMM S3THX KaTeropw J0JDKHA OBITh
npousBeieHa Tunu3anus nojb3opareneit UCIIIH, onpeaeneH ux ypoBeHb 10CTyIa
1 BO3MOKHOCTH.

B UCII[IH mikosie MOXXHO BBIACIUTH CICIYIOIIME TPYIIbI MOJIb30BaTEIECH,
y4acTBYIOIINX B 00paboTke u xpaneuuu [1/1x:

e Anmunuctpartopa UCII/IH;

e Ilonw3oBartens UCII/H;

JlaHHplE O Tpynmax IOJb30BaTENsX, YPOBHE HMX JOCTyla H
HH(POPMHUPOBAHHOCTH JIOJKEH OBITh OTpaXkeH B Pa3pemmTenbHoi cucTeMe 10CTyIa
COTPYJHHUKOB K pecypcamM HH(OOPMAIIMOHHBIX CHCTEM IIEPCOHAJIBHBIX JIaHHBIX,
MIPUHAJIC)KAIUX [IKOJIE.

5.1 Aamunncrparop UCII/In

Anvmunuctpatop MCIIIH— COTpyAHMK IIKOJIBI, OTBETCTBEHHBIA 34
HacTpoiiky, BHenpenue u  comnpoBoxiaenne  MCII[Iln.  OOecneunBaer
(yHKIHOHUPOBaHUE MoJacucTeMbl ynpasiaeHus goctynom UCIIIH u ynoiHoMoueH
OCYUIECTBJISATh NPENOCTaBIE€HWE U pa3rpaHuueHue jgocrymna llomp3oBarens
NCIT/IHK 251eMeHTaM, XpaHsIIIM [EPCOHAIbHBIEC JaHHBIE.

Anmvunuctpatop HCII[In o6mamaer crueayrommM ypoOBHEM JOCTyIa H
3HAHUMU:

e oOmamaeT mONHOM wWHPOPMAIMEH O CHUCTEMHOM U TPHUKIAJTHOM

nporpamMmmHom obecnieuenuu UCIIx;

e o0Onamaer moOAHOM wuHGOpPMAIME O TEXHUYECKUX CpeACTBaX U

koHpurypaunu UCII/H;

® UMEET JJOCTYI KO BCEM TEXHUYECKUM CPEJICTBAM 00pabOTKH HHPOpMALIUH

u nanabpiM UCITH;

e o0nanaer npaBamMu KOHPUTYpPUPOBAHMS U aIMUHUCTPATUBHON HACTPONKHU

texHnueckux cpencts UCIIH.

5.2 Moan3zoBareab UCITIH

[Tonb3oBarens UCII/IH - cCOTpYIHUK IIKOJBI, OCYIIECTBISIIONIMN 00pabOTKy
[1da. OO6pab6otka I/l BKIIFOYaeT: BO3MOXXHOCThL TipocMmoTpa I1JIH, pydHOil BBOI
[T11x B cuctemy UCIIH, dpopMupoBaHuEe CIpaBOK M OTYETOB MO MH(OpMaIuu,
nonyuyeHHod u3 HUCIIJ. Tlonb3oBarens MCIIJIH HEe WMeeT MOMHOMOYMN st
yIpaBiieHHs nojcucteMaMu 00padotku ganabx U C3I1]1H.

[Tonp3oBarens UCIT/IH obnagaeT ciemyronuM ypoBHEM OCTYIIA U 3HAHH:

e o0OmamaeT BceMH HEOOXOIMMBIMU aTpuOyTaMu (Harpumep, mapojem),

00€eCIeynBaOIIMMU JIOCTYT K HEKOTOpOoMYy noAaMHokecTBY [1/1H;
® pacnoJiaraeT KOH()pHUIECHIIMATBHBIMU JAHHBIMU, K KOTOPBIM UMEET J0CTYII.
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6. TpeOoBaHusl K mepcoHay no odecnedenuto 3amutbl [1/In

Bce cotpyaHuky mkossl, siBistomuecs nosjb3zoBareasiMu MCIIIH, 10MKHbBI
YETKO 3HAaTh M CTPOTO BBIMOJHATH YCTAHOBJICHHBIC IMpaBUja U OOS3aHHOCTH IO
JOCTYIy K 3alllMIIaeMbIM OOBEKTaM M COOJIOACHUIO MPHUHSATOTO peKrUMa
oe3omacHoctH I1/1H.

[Ipn BcTymieHMHM B JOJKHOCTH HOBOTO COTpyAHHMKAa OTBETCTBEHHBIM 3a
00pabOTKy OpraHM30BBIBAET €TI0 O3HAKOMIICHHWE C BHYTPEHHUMH JOKYMEHTaMH I10
00pabOTKe MEPCOHANBHBIX JaHHBIX, KACAEMO €ro JOJHKHOCTH, a Takke oOydeHue
HABbIKAM BBIMOJTHEHUS TMPOLEAYpP, HEOOXOAMMBIX [UJIsl CAHKIIMOHHPOBAHHOTO
ucnonpb3oBanus MCITH.

CoTpyIHUK JOKEH OBITh O3HAKOMJIEH CO CBEICHHUSIMU HACTOSIIEH
[Tonmutuku, npuHATHIX npoueayp padots ¢ anementamu UCII/Ix u C3I11H.

CotpynHuku IIKOJIBI, UCIIOJIB3YIOIIME  TEXHUUYECKHE  CPEICTBa
ayTeHTU(PUKalUKU, JOJKHBI O00ecleunBaTh COXPAHHOCTh HUIACHTU(HUKATOPOB
(anekTpoHHBIX KiIrouer) u He gomyckarh HCJ[ k HMM, a Takke BO3MOXKHOCTb MX
yTEPU WM  HCHOJb30BAaHHMS TPETbUMHM JunaMu. llonmb3oBarenu  HeCyT
NEPCOHAIBHYIO0 OTBETCTBEHHOCTH 3@ COXPAHHOCTh UACHTU(PUKATOPOB.

CoTpyIHUKH IIKOJbI JOJDKHBI CIIEOBAaTh YCTAHOBJIEHHBIM MIPOLIEAYypam
noJiepxaHus pexuma o6esonacuoctv [1/IH mpu BEIOOpE U MCTIONB30BaHUM NTAPOJIEH
(ecyii HE UCMIOJIB3YIOTCSI TEXHUYECKUE CPEJICTBA ayTEHTU(UKALIIH).

COoTpyaHUKH WIKOJBI JOJDKHBI OOECIEeYMBATh HAAJEKAIIyI0 3allUuTy
000py1I0BaHUSsI, OCTaBIsIEMOro 0€3 MPUCMOTPa, OCOOCHHO B TE€X CIIydasX, KOT/a B
MOMEIICHHE UMEIOT JTOCTYI MOCTOPOHHUE Nula. Bee monp3oBarenu J0JKHbI 3HATh
TpeboBanust 1o Oe3zonacHocTH II/IH w mpoueaypsl 3amuThl 000pYIOBaHUS,
OCTaBJIEHHOT'O 0€3 MPUCMOTPa, a TAKKE CBOU 00S3aHHOCTHU MO 0OECIIEUYEHUIO TaKOU
3aIUTHI.

CoTpyaHUKaM 3ampelaercs YCTaHABIMBATh IOCTOPOHHEE MPOrPaMMHOE
o0ecrieueHre, MOJAKIIOYaTh JIMYHbIE MOOWJIbHBIE YCTPONCTBA U HOCHUTEIU
uH(pOpMaIUH, a TAKXKE 3aMMCHIBATh HA HUX 3allUINAaeMy0 HHPOPMAIIUIO.

CoTpynHuKaM 3ampemniaercs pasrjamarh 3alUilaeMylo  HH(POpMaIuIo,
KOTOpas CcTaja UM M3BECTHA MpU padboTe ¢ MHPOPMAITMOHHBIMHU CHCTEMaMH IIKOJIB,
TPETHUM JIUIIaM.

ITpu pa6ote ¢ [1/]n B UCII[IH coTpyAHUKHM IIKOJIBI 00s3aHbI 00ECEYUTh
OTCYTCTBUE BO3MOXHOCTH npocMoTpa [IJ[H TpeTbumu nuiiamu ¢ MOHUTOpOB APM
WM TEPMUHAJIOB.

[Tpu 3aBepmenun padotel ¢ UCII/IH coTpyauuku oOs3anbl 3amuTuth APM
WM TEPMHUHAJIBI C TOMOILBIO OJIOKMPOBKH KIFOUOM WJIM SKBUBAJIEHTHOTO CPEJICTBA
KOHTpOJIsl, HalpuMep, AOCTYINOM IO [MapoJilo, €Clid HE HCIOJb3YITCS OoJee
CUJIbHBIE CPEICTBA 3AIUTHI.

COTpyIHUKH TIKOJBI  JOJDKHBI OBITh TPOMH(DOPMHUPOBAHBI 00 yrpo3ax
HapylieHus pexuma oesornacHoct [1JIH U OTBETCTBEHHOCTH 3a €ro HapyllICHHUE.
OHu A0MKHBI OBITH O3HAKOMJICHBI C YTBEPKIECHHOW (OpMaIbHON MPOIEaypOoi
HAJOKEHUs AUCLUIUIMHAPHBIX B3BICKAHUN HA COTPYAHUKOB, KOTOpBIE HapYIUWIU
IPUHATHIE IOJUTUKY U Tiporieaypsl 6e3onacHoctu [1/1H.
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CoTtpynuuku 00s3aHbI 0€3 MPOMEICHHS CO00IaTh 000 BCEX HAOIIOaeMbIX
WIA TIOJ03PUTENBHBIX ciaydasx pabotel MCIIJIH, Morymux moBiedh 3a COOOMU
yrpo3bl  Oe3zomacHoctd  [IJ[H, a Takke O BBISABICHHBIX HWMH COOBITHSX,
3aTparuBaroIux oe3omnacHoctsb [1/]H, pyKOBOACTBY MOIpa3ieICHHUS.
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7. lonzxHOCTHBIE 00s13aHHOCTH NoJsb3oBaTeseii UCIIIn

JloiokHOCTHBIE  00si3aHHOCTH — moJib3oBateneid  MCII[n  omucansl B

CIEAYIOIINX TOKYMEHTAX:
Nuctpykuus agmuanctparopa UCIH;
Huctpykuus nosbzosatens MCI/H;
Huctpyknus O nopsike pe3epBUPOBAHUS U BOCCTAHOBJICHUS;
Nuctpykuums [1o aHTUBUPYCHOM 3aIlUTE;
Nuctpykuus [Tons3oBarens CK3H,
Wuctpyxkuus [o pabote ¢ nokymentamu c [1/]H;
Nuctpykuus [1o yueTy MalllMHHBIX HOCUTENEH;
PernmamenT pearupoBanus Ha 3anpoc cyobekta [1]1H;
Nuctpykuus  Ilonp3oBarenss 1pd  BO3HUKHOBEHUMHM  BHELITATHBIX
CUTYyaLlUH;
Nuctpykuus [1o oprannsanyy nmapoiabHOMN 3allUTHI;

o Uucrpykiusa Ilo opranuzanuu 3ammThl UHGOPMAIMU O COOBITHIX

oe3omacuoctu B UCII/IH,

e Uucrpyknus [lo ycranoBke u mogudukaimu 110;

Huctpyknus [1o obecneuenuto 3amutel nHGopmanmu rnpu Beisoae MCIIIx u3
DKCIUTYaTaluH.
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8. OTBEeTCTBEHHOCTH COTPY/IHUKOB

B cootBerctBuu co cT. 24 @enepanbHoro 3akoHa Poccuiickoit deaepanyu ot
27 wonsg 2006 1. Ne 152-@3 «O mnepCOHANBHBIX TaHHBIX» JIMIA, BUHOBHBIC B
HapylIeHUu TpeOoBaHMKM JaHHOTO dDenepansbHOTO 3aKOHA, HECYT TPaKJaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCHMUIUIMHAPHYIO U MHYIO MPEAYCMOTPEHHYIO
3aKOHOJATENLCTBOM Poccurickon denepanu OTBETCTBEHHOCTb.

JleiicTBytoniee 3aKOHOAATENbCTBO PP M0O3BOJIAET NPEAbIBIATh TPEOOBAHUS
no oOecnedeHuto Oe3omacHOM paboOThl ¢ 3ammiaeMoil uHpopManuel u
MPElyCMAaTPUBAET OTBETCTBEHHOCTh 3a HAPYIIEHHE YCTAHOBJICHHBIX IPaBUJI
sKkcruTyaTaiu OBM u cucteM, HempaBOMEpHBIN JOCTYN K WH(OPMALIUHU, €CIIH 3TU
JEHCTBUS MPUBEIIM K YHUYTOKECHUIO, OJIOKUPOBAHUIO, MOAM(PUKAIIMHA HHPOPMAITAN
WM HapyleHuto padotel DBM unu certeil (ctateu 272,273 u 274 YK PO).

Anmunuctpatop WCII/JIH HeceT OTBETCTBEHHOCTh 3a BCE JACHCTBUA,
COBEPIIICHHBIE OT UMEHU MX YYETHBIX 3alMCEN MM CUCTEMHBIX YUYETHBIX 3aIlMCEN,
€CJIM He JoKa3aH (aKT HECAaHKIIMOHUPOBAHHOTO MCTIOJIb30BAHUS YUETHBIX 3aIHCEHl.

[Ipy HapymeHusX CcOTpyAHUKAMHU MIKOJbl — monb3oBatensmu MCIIIx
MpaBW, CBS3aHHBIX ¢ Oe3omacHOCThiO II/[H, OHM HECYT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JICMCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickon denepanuu.

[IpuBeneHHBIC BBINIE TPeOOBAHMS HOPMATHBHBIX JIOKYMEHTOB IO 3allUTe
nH(popMaIKU JOJKHBI ObITH OTpakeHbI B [10J105KeHUSIX 0 TOAPA3AETCHUSAX IKOJIBI,
ocymectpisitomux oopadorky I[Jln B UCII/IH ¥ MOMKHOCTHBIX HHCTPYKIUSX
COTPYIHUKOB IIKOJIBI.

Heob6xonumo BHectu B IlonokeHuss O MOApa3ACICHUSX  IIKOJBI,
ocymectBisitomux 00padotky I1JIn B8 UCII/IH cBeneHust 00 OTBETCTBEHHOCTU UX
PYKOBOAMTENEH W COTPYAHUKOB 3a pasrjalllcHUE W HECAHKIMOHUPOBAHHYIO
Moaudukaiuio (uckaxenue, daiscudukaruio) [1/1H, a Taxke 3a HEMpaBOMEpHOE
BMEIIIATEILCTBO B MPOIECCH UX aBTOMATU3UPOBAHHON 00pabOTKH.
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9. CniucoK HCNMOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMU U METOJIMYECKUMH JOKyMEHTaMu, Ha
KOTOpbIX Oazupyetcst HacTosiee [lonoxenue sBIsIOTCS:

1. ®enepanbhsbiii 3akoH oT 27.07.2006 1. No 152-®3 «O nepcoHaIbHBIX
naHHbIX» (nanee — @3 «O nepcoHaIbHBIX TaHHBIX)), YCTAHABIMBAIOIINI OCHOBHBIE
OPUHIUIBL U yciioBus oOpabotku I1/1H, mpaBa, 00A3aHHOCTH U OTBETCTBEHHOCTh
YY9aCTHUKOB OTHOIICHUH, CBI3aHHBIX C 00padoTkoit [1]1H.

2. «TpeOoBaHMs K 3alllUTe MEPCOHANBHBIX JAHHBIX MPH HX 00pabOTKE B
WHOOPMAITMOHHBIX ~ CHCTEeMaxX  IEePCOHANBHBIX  JAHHBIX»,  YTBEPKICHHOE
[Toctanosnennem IIpaButensctBa PO ot 01.11.2012 r. Ne 1119.

3. «llonoxenne 006 OCOOCHHOCTSX OOPAaOOTKM MEPCOHANBHBIX JIaHHBIX,
OCYULIECTBJISIEMOIl 0€3 HCIOIb30BAHMS CPEICTB aBTOMATU3ALMN», YTBEPKIECHHOE
[Tocranosnennem [IpaBurenscta PD ot 15.09.2008 r. Ne 687.

4. «TpeGoBaHuMs K  MaTepUATbHBIM  HOCHUTENAIM  OHOMETPUYECKHUX
NEPCOHANIBHBIX JAHHBIX M TEXHOJOTUAM XPAaHEHUS TaKUX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TNEPCOHAJBHBIX  JaHHBIX»,  YTBEPXKICHHbBIC
[Toctanosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-metoquueckue nokymMeHThl  DenepanbHoil  Ciy>kObl 11O
TEXHUYECKOMY M DJKCIIEpTHOMY KOHTpoito Poccuiickoit ®enepanvu (manee -
OCTOK Poccun) no obecnedyenuto Oe3zomnacHoctv I[1/[H nmpu ux oOpaboTke B
NCITH:

5. PexoMenmanuu no obecre4eHu0 0E30MaCHOCTH MEPCOHATBHBIX JTAHHBIX
npu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAaX MEPCOHANbHBIX JTaHHBIX, YTB.
3am. gupekropa @PCTIK Poccuu 15.02.08 . (ICII)

6. OcHOBHbIE MEPOINPHUATHS 1O OpTraHW3alud M  TEXHUYECKOMY
oOecrieueHnt0 0€30MAaCHOCTU TEPCOHABHBIX JIaHHBIX, 00pa0aThIBAa€MbIX B
WH()OPMAITMOHHBIX CHCTEMaX TNEPCOHANBHBIX JaHHBIX, YTB. 3aM. JIUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICIT)

/. bazoBasi Mojienb yrpo3 0€30MacCHOCTH MEPCOHANBHBIX JTAHHBIX MPU UX
0o0paboTke B HMH(POPMAIMOHHBIX CHUCTEMAaX MEPCOHAIBHBIX JAHHBIX, YTB. 3aM.
nupektopa @CTIK Poccun 15.02.08 r. (JACIT)

8. Meroauka  ompeleneHHs ~ aKTyaJlbHbIX  yrpo3  0€30MacHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HUH(GOPMAIIMOHHBIX CHUCTEMax
MepPCOHATIBHBIX IaHHBIX, YTB. 3aM. nupektopa DCTIK Poccum 15.02.08 r. (ACII)
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